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Abstract

Dynamictranslationis a generalpurposetool usedfor instrument-
ing programsat run time. Performancef translatedexecutionre-

lies on balancingthe costof translationagainsthe bene ts of ary

optimizationsachiered,andmary currenttranslatorgperformsub-
stantialrewriting duringtranslationin anattemptto reduceexecu-
tion time. Our resultsshaw that theseoptimizationsoffer no sig-

ni cant bene t evenwhenthe translatedprogramhasa small, hot

working set. Whenusedin a broaderrangeof applicationssuch
asubiquitouspolicy enforcemenbr penetratiordetectiontransla-
tor performancecannotrely on the presencef a hot working set
to amortizethe costof translation. A simpler more maintainable,
adaptableandsmallertranslatorappeargreferableto morecom-

plicateddesignsn mostcases.

HDTransis a light-weight dynamicinstrumentatiorsystemfor
the 1A-32 architecturethat usessomesimple and effective trans-
lation techniquesn combinationwith establishedracelineariza-
tion and codecachingoptimizations.We presentan evaluationof
translationoverheadunderbothbenchmarkandlessidealizedcon-
ditions, shawing that corventional benchmarkgo not provide a
goodpredictionof translationoverheadvhenusedpenasively.

A further contritution of this paperis an analysisof the effec-
tivenesof post-link static pre-translatiortechniquesor overhead
reduction Ourresultsindicatethatstaticpre-translations effective
only whenexpensve instrumentatioror optimizationis performed.

Categories and Subject Descriptors D.3.4 [ProgrammingLan-
guageq: Processors

General Terms LanguagesPerformanceSecurity

Keywords DynamicinstrumentationDynamictranslationBinary
translation

1. Introduction

Oneof the notabledevelopmentsover the lastfew yearshasbeen
the use of dynamic binary translationto addressnumerousrun
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time instrumentationcompatibility and security challengesDy-
namol[3] andMojo [12] performrun time optimizationto improve
the performanceof native binaries.Valgrind [36] usessophisti-
cateddynamictranslationmethodsto perform heary-weight dy-
namic binary analysiswhich canbe usedfor comprehense per
formancemeasurementgro ling, memoryanalysis,and detug-
ging. Shade[15] usesdynamictranslationfor high-performance
instructionsetsimulation.Daisy[20, 2] usesdynamiccompilation
for instructionsetemulationandevaluation.VMWare[17] usesse-
lective dynamictranslationto achieve full machinevirtualization.
UQBT [13], Walkabout{14] and Strata[41] provide aretagetable
dynamictranslationinfrastructure DynamoRIO[8] and Pin [34]
aredynamicinstrumentatiorsystemshat export a high level API
for runtime instrumentatiorof andoptimizationof programsPro-
gramShepherding32] usesdynamictranslatiorto monitorcontrol
o w transferdn orderto enforcesecuritypolicieson programexe-
cution.

Executionperformancaunderdynamictranslationis achieved
by balancingthe costof translationagainstthe performancegains
from translationsMary currenttranslatorsmplementtranslation-
time traceoptimizations.The expectationis thatby improving the
performanceof re-usedcode,the overheadof instrumentatioris
reducedand in somecasesapplicationperformancemay be im-
proved. This expectationis violatedin programshathave low per
centage®f dynamiccodere-use high frequencie®f indirectcon-
trol transfer or shortexecutionruns. If ubiquitousdynamictrans-
lationis intended(asproposedfor example,in programshepherd-
ing [32]), such“unfriendly” programseedto beef ciently instru-
mentable andthe costof run-time optimizationbecomedif cult
to amortize.

Instrumentatiorapplicationscanbe broadly divided into three
catgories: (1) thosethat are too complicatecto bene t from the
technigueghata run-timeoptimizercanapply (2) thosethatben-
et from repeatede-useof register(s)or non-trivial codeschedul-
ing, andthereforemaybene t from codere-synthesisand(3) those
thatcanbeaccomplishe@f ciently withoutrun-timeoptimization,
usingonly registerlivenessanalysisMost of themotivating exam-
plesfor run-time binary instrumentatiorthat appearin the litera-
turefall into thelastcateyory. The seconccateyory is signi cantly
complicatedif precisesignal and exceptionhandlingis required,
becauséhetranslatomustbe preparedo restoreregistersto their
“of cial” stateatary sequenceoint.

In this paper we describeand evaluateHDTrans— a simple,
high-performance light-weight dynamic instrumentationinfra-
structurefor the IA-32 architecture,that is optimized for sim-
plicity and modi ability. Our original motivating applicationfor
HDTranswassupervisoimodeinstrumentationThis promptedus



to prioritize ourimplementatiorfor simplicity ratherthanoptimiza-
tion. Coderewriting is complex andfragile, andtraceoptimization
malkesit more complicatedlt is challengingto dehug a dynamic
translatorat userlevel whererelatively rich dehugging tools are
available. Whenrunningwithin a kernel,wherethe usualsign of
failure is a system-widereset,“simple” and “good” are closely
correlated For this reasonwe choseto focusour attentionon the
simplicity and ef ciency of the decodingand translationsystem
ratherthantheef ciency of translateccode.Surprisingly giventhe
sequenceof prior resultsfavoring translation-timeoptimization,
the performanceof HDTransis competitive with the bestcurrent
translationsystems.

HDTransis entirely opensourceandeasilymodi able. It pro-
vides a basic framevork for instrumentationat a pertrace, per
basic-blockor perinstructiongranularity The instructiontransla-
tion policy is table-driven,andcanberevisedon aninstructionby
instructionbasis.The goal of the translatordesignis to facilitate
modi cation of the translationstratey itself to provide inline in-
strumentationThe SYRAH groupat Harvard University hasused
HDTransto dynamicallyinstrumenprogramdor two applications:
run-time security policy enforcementto ensuresystemintegrity
while runninguntrustedcode,andproviding ne-grain reverseex-
ecutionfor dehugging.

Therestof the paperis organizedasfollows. In section2, we
provide a brief review of the stateof the art in dynamictransla-
tion. In section3, we introducethe basictranslationmethodology
andthe designchoicesadoptedin HDTrans.We later presentthe
specialtechniquesve usedto addresssomeperformancecritical
issuesin dynamictranslation.In section4, we presentcompara-
tive performanceesultswith existing systemausingboth standard
benchmarksand everyday programs We provide a detailedeval-
uation of the overheadsnvolved, and commenton the utility of
static-pretranslatiotechniquegor overheadreductionin dynamic
translatorsWe presentrelatedwork in section5, andconcludein
section6.

2. Review of the Art

Theessentialechnique®f binarytranslatiordatebackto Deutschs
early work on Smalltalk-80[16] and May's work on System/370
emulation[35]. Deutschin turnwasinspiredby earlierwork on uni-
versalhostmachineqd38] andthreadedcode[4, 18]. May's work
on MIMIC, in particular appeargo desere creditfor the ideaof
trace-basedranslationandmary of the associateaptimizations,
includingrun-timeregisterallocation.

BBdirectory BBcache
BB1 Special-bbs
BB2
BB1
Guest
Program

Figure 1. Thedynamictranslator

A binary translatorproceedsby alternatingits execution be-
tween“translationmode”and“targetmode; asshavn in Figurel.
In translationmode, the instructionsof the subject(or “guest”)
programare translatedinto a “basic block cache” (in HDTrans:
the BBcache).Dependingon the speci ¢ translationstratey, the
unit of translationmay be a basicblock, an extendedbasicblock,
or a trace[35] that spansmultiple basicblocks. As translationis
performed,a directory of translatedunits (in HDTrans:the BB-
directory) is maintained,indexed by the guestprogramcounter
When translationis completed the translatorenterstarget mode
by branchingto the newly formedtranslationunit.

2.1 From CodeBlocksto Traces

Theearliesthinarytranslatorgranslatednstructionsoneatatime.
May [35] introducedtranslationin units of “code blocks” Flow
analysisis usedto discover all codesequencethat arereachable
from someinitial entrypoint, whichis compiledasa unit usingan
aggressie translationalgorithm that back-tracksas branchesnto
previouslytranslatedlocksarediscorered.Eventuallythis method
stabilizesand a translatedcode sequences emittedalongwith a
recordof all sourceto targetbranchrelationshipsin May's design,
an‘“intermediatememory”is usedto recordthetranslatedocation
of sourcecodeblocks,allowing evenindirectbranchego proceed
withoutre-enteringhetranslatormaslong asno new translationsare
required.The key adwantageto this approachs that all statically
computablébranchdestinationsrediscoseredat translationtime.
Two key disadwantagesare the needfor a comparatiely large
intermediatememory and a code block discovery stratgy that
yields variabletranslationdelaysandis likely to translateunused
codeunnecessarily

Latertranslatorge ned this stratgy by translatingmoreselec-
tively. Shad€/15] translatesnstructionsin units of (simple)basic
blocks.lIt alsochainsthe basicblocksendingin a directbranchto
aknown targetin orderto bypassranslatorinterventionin control
transfer Dynamo[3] dynamicallyconstructsoptimizedtracesfor
instructionsequenceshat are identi ed to be in the “hot path”.
Pin [34] translatesin units of static traces,proceedingforward
acrossconditionalbranchesaindstoppingat the rst unconditional
branch.Both DynamoandPin redirectdirectbrancheavhosedes-
tinationsareunknawn to “exit stubs”.Whenanexit stubis encoun-
teredrun time, it causeghetranslatorto entertranslationmodeto
translatehetargetof the branch,andthenpatchthe addres®f the
translatedbranchdestinationinto the original codesequenceThe
endresultof thesepatchess thattracesandfragmentsn thetrans-
lation cachecometo be linked moreandmoredirectly over time,
with fewer andfewer switchesto translatiormoderequiredasexe-
cutionprogresses.

2.2 Indir ectBranches

Indirect branchesare more dif cult to deal with, becausethey
cannotbe patchedinto the original location, and the “interme-
diate memory” techniquerequiresprohibitive amountsof mem-
ory on modernmachineslinstead,otherimplementationsely on
somecombinationof hashtablesand chainedbasicblocks. The
Smalltalk-80[16] optimizesits methoddispatchby inlining the
addresof the mostrecentlyusedmethodinto the call site along
with acomparisorto checkfor correctnessf dispatchEmbra[49]
extendsthis ideato perform speculativechaining of basicblocks
acrossindirect branchesn general.Dynamo([3] useslightweight
runtime pro ling information to constructtracesacrossindirect
branchesThesetechniquesmposethe costof saving and restor
ing the hardware condition codesand/ or several registersin or-
derto performcomparisonsndhashtablelookup. Pin attemptdo
reduceoverheadby jumping to a candidatedestinatiorblock that
beginswith a compareto determinewhetherit is the correctdesti-



nation,andon failurebrancheso thenext candidatg34]. Whenall
candidatesreexhaustedPin falls backto a hashtablethatis spe-
ci ¢ to the sourceinstruction.If the destinationcannotultimately
befoundall methodsgproceedby translatingthe destinatiorblock.
Becaus&ETURN instructionsareaperformance-criticapecial
case,several stratgies have beenadoptedto optimize them. Dy-
namosimply treatsreturndlik e otherindirectbrancheskFX!32 [30]

usesa “shadav stack” that holds the translatedreturn addresses.

Pin usesa form of polyinstantiatiorknown as“function cloning?
creatingseparateopiesof a functionfor eachcall site sothatthe
returndestinationis known attranslatiortime [34].

2.3 Instrumentation and Optimization

Recentdynamictranslationsystemshave focusedon instrumen-
tation, run-time optimization,pro ling, delugging,or sandboxing
[8, 32, 34, 36]. In orderto reducethe overheadof instrumentation
or improve run-time performancesomeof thesetranslatorsrans-
lateto a (low-level) intermediatdorm, insertinstrumentatioratthe

intermediateform level, and thenre-generateodeinto the basic
block cache.In someapplications translate-timeoptimizationis

known to be extremelyimportantto reducedemultiplexing over

heads[23]. Its usefor general-purposeodeoptimizationhas(to

date)yieldedmixedresults[3, 12].

For low-level instrumentationjivenessanalysisof the condi-
tion codeq31] is oftensufcient to introduceinstrumentationwith
minimal performanceoverhead Generalregisterlivenesss better
and both condition codeandregisterlivenessover a tracecanbe
obtainedwith minimal extra work during instructiondecode The
adwantageof coderegeneratioris thatmorecomple instrumenta-
tion stratgiescanbeoptimizedto reducetheir overhead Pragmat-
ically, this advantageendsat the procedurecall boundary:oncean
instrumentatiorstrateyy is obliged to insert procedurecalls with
ary greatfrequeng, the currenttrace constructionstrateies are
usuallynotableto usefullyoptimizetheinstrumentation.

2.4 Other Issues

The original approachof ushing the translationcachein its en-
tirety is commonlycreditedto DeutscH16], thoughit seemsikely
thatthetechniquewasusedby earlieremulatorawvithin IBM. Sev-
eralrecentsystemshave exploredstratgiesfor ushing thetrans-
lation cachemore selectvely [3, 25, 26, 27, 28, 29]. In orderto
supportmultithreadegrogramssystemsik e Mojo [12] usethread
local codecacheswhile others[9, 34] have andexaminedtransla-
tion cacheghatis sharedacrossthreadsn multithreadedapplica-
tions.Brueningetal have reportecbetweerb0%and70% reuseof
cachecontent[9] acrossthreadsfor sener applicationsput much
lowersharing(1%to 10%)for desktopapplicationg7]. In practice,
theperformancéene t of retainingsuchsharedcodeis highly de-
pendenton the throughputof the translatorandthe compleity of
theinstrumentation.

3. HDTrans

HDTranswasinitially designedasa supervisormodetranslatorfor
usein virtual machineemulation[10, 11]. Ouroriginal goalwasto
build afaster open-sourceersionof VMWare[17], andto explore
the possibility that paravirtualization[19] might avoid the needfor
recompilationthrougha hybrid combinationof staticanddynamic
translationtechniquesThatwork remainsincomplete put our ini-
tial performanceneasurementsn usermodecodeled usto con-
cludethat HDTranshadvaluefor usermodeinstrumentationand
couldprovide ausefulbasefor moreadvancednstrumentatiorsys-
tems.For avariety of reasonswe alsowe wantedto ensurehatthe
stateof theartwascapturedn openform. While severalsimilarin-
strumentatiorsystemsexist, noneof the machine-lgel translation

or instrumentatiorsystemsare openly inspectableThis impedes
researcladwanceby makingthemhardto study andintroduceshe
needfor redundanimplementationof complex and delicatesys-
tems.

3.1 A Heretical Proposition

BecauseHDTranswas intendedfor kernel usewheredehugging
would be dif cult, we eliminatedcodere-generatiorfrom our de-
sign options immediately Examinationof the binary code size
of existing translatorgevealedthat they were substantiallylarger
(and presumablymore complex) than the microkernel systems
that we most wishedto emulateand instrument.The version of
DynamoRIOreportedhereis approximately382KB of codeand
70KB data.The versionof Pin reportedhereis over 3 megabytes
of codeand45KB of data.For calibration,the EROS kernel[44]
is approximately65KB of code,andits successqiCoyotos[43], is
expectedto be signi cantly smaller Our challengevasto achieve
performanceomparabléo existing instrumentatiorsystemswith-
outcomparableompleity.

Aswe consideredheveryvariableoptimizationresultsachiezed
by DynamoRIO,a hereticalidea emeged: maybethe achiered
performanceon moderntranslatorsvasprimarily dueto tracelin-
earization,and run-time optimizationwas only achieving enough
bene t to amortizethe costof the optimization.If so, andif we
couldcomeupwith away to implementthetranslationphasemore
ef ciently, it mightturnoutthatwe didn't neecto re-generateode
to achieve comparableesults.As far astracelinearizationis con-
cernedwe wantedto examinestatictracelinearizationalternatves
to the dynamicpro le driven approachtaken by Dynamo.Where
instrumentations concernedinattersclearly arent quite this sim-
ple, but for kernelinstrumentatiorpurposesve were preparedo
accepthatfang instrumentatiomightdemandadynamicallysup-
portedstaticrewriting strat@y, andfor virtual machinetranslation
simplicity wasanoverridingobjectie.

The versionof HDTransbenchmar&d hereis 97KB of code,
but 30% of this is due to aggressie inlining. When inlining is
disabledandthe disassemble(part of the detugging support)is
discounted,the code size dropsto 56KB. Essentialfunction is
embodiedin a 27KB decodetable that is storedas data. Much
of the function of the translatorcan be validatedby usingit asa
disassembleandcomparingthe outputto the outputof obj dunp
utility. The balanceof this sectiondescribeshow we achieved an
instrumentatiorsystemthat is competitve with DynamoRIOand
Pinin 1/6thand1/50thof the code,respectiely.

3.2 BasicTranslator

The basicstructureof HDTransis similar to that of Dynamo([3],

Pin [34], or Mojo [12]. The translationphasebuilds tracesand
accumulates directory of mappingsfrom sourcebasicblocksto

targetbasicblocks.As eachtranslationphasenishes, executionof

the guestprogramresumeswith the newly translatedbasicblock.
HDTranstranslatesdirect branchesagerlywhen the destination
is knovn and usesexit stubsto patchthemwhenthe destination
is not known. To lower the overheadof indirect branchesand
returns,HDTransemplo/s two new optimizationtechniquesthe
return cache and the sieve Beyond these,HDTransachieves its

performancehroughfour basictechniques:

e Througha carefully structuredtable-drvendecoderHDTrans
reduceghetotal numberof cachdine fetchesrequiredto trans-
late eachinstruction.

e HDTransoptimizesfor reuseof existing translation,andadds
“extra” entriesto the BBdirectoryfor instructionghatarelik ely
to bedestination®f currentlyunseerbranchinstructions.



/* opCode, instr, opl, op2, op3, emtterFunc, attribs */
{ Oxe8u, "calllL", Jv, NONE, NONE, EM T(call _disp), XO N1},
{ Oxe9u, "jnpL", Jv, NONE, NONE, EM T(j np), XO, N1},
{ Oxeau, "ljnmp", Ap, NONE, NONE, EM T(nornal), XO, N1,
{ Oxebu, "jnmp", Jb, NONE, NONE, EM T(j np), XO, N1,
{ "inB", AL, indirDX, NONE, EM T(nornal), XX, N1},

Oxecu,

Figure 2. Translationtablefragment

¢ HDTransperformsmplicit traceconstructiorthroughthelLeast
RedundanEffort heuristic.

¢ HDTransusescodesequencethat carefully avoid modifying
conditioncodes(assuggestedn [8]). This optimizationis IA-
32 speci c, but the 1A-32's combinationof sensitve and non-
sensitve statein the EFLAGS register makes restoring this
register extremely expensve. Fortunately RISC architectures
do not penalizeconditioncoderestorequite so effectively.

Thesizesof theBBcacheandBBdirectoryareselectedstaticallyat
HDTranscompiletime. The default translationcachesize, which
is usedfor all measurementgeportedin this paper is 4MB. If
eitherthe BBcacheor the BBdirectory becomefull, we ush the
translationcacheandstartover.

3.3 Table-Driven Translator

HDTransperformsbasicblock translatioroneinstructionatatime.
Thetranslatoris table-drizen. The translationtable (Figure 2) em-
bodiesrulesfor decodingall instructionsin thecurrentarchitecture.
Eachentry in the table occupiesa single cacheline, and a maxi-
mumof threetableentriesarevisitedin orderto decodeaninstruc-
tion. Theresultof aninstructiondecodeds a decode-structurthat
is passedo the emissionor instrumentatiorroutinecorresponding
to theinstruction.

Thetablealsoidenti es the back-endemit-routinethat should
be usedto emit eachinstructioninto the BBcache.The emitter
routine also controlsthe translationprocessby decidingwhether
the current instruction terminatesa trace, and what instruction
pointershouldbe translatechext following the currentinstruction.
In orderto supportcustomizednstrumentationwe only needto
changehecorrespondingntryin thetranslatiortableto pointto a
function that calls usersuppliedcodein additionto its respectie
emit-routine. In the basic translatorthat does not perform ary
instrumentationmostinstructionsaretranslatedoy copying them
verbatiminto the BBcache,and only thoseinvolving a control
transfemeedspecialattention.

HDTransworks very hardto leave applicationregistersundis-
turbed. Translatorstate, including the BBdirectory is storedin
a perthread data structure called M-state, which is referenced
through memory-absoluteaddressingmodes. Translationof pri-
marily indirect control transferinstructionsrequiresthat scratch
registershespilled.At presentHDTransspillstheseregistersto the
applicationstack.Thisis safefor well-behaed UNIX applications,
but is insufcient to supportemulationof Windows applications
which write beyondthe currentstackpointer Notethatthis stateis
transientanill-behaved applicationmay obsenre that statebeyond
the stack pointer has not beenpresered, but HDTrans usesthe
stackonly betweenguestinstructions,and doesnot rely on these
valuesat ary othertime. Latein the processof writing this paper
werealizedthatUNIX applicationamakinguseof si gpr ocnmask
may reliably usestoragebeyond the currentstackpointer andwe
arecurrentlymodifying theimplementatiorio spill temporaryreg-
istersto the M-stateinsteadof the stack.

While the currenttranslatordoesnot supportprecisesignalcon-
texts in the caseof exceptionsor interrupts,all translatoremitted
codesequencebave beencarefully designedso that they canbe
rolled back. This allows the implementationto restorethe exact
user register stateat ary architectedsequencepoint. The miss-
ing featurein the currentimplementatioris emittingthe necessary
“undo” informationfor registerspills.

3.4 Unconditional Direct Branches: Trace Linearization

HDTransperformdazytracelinearizationusingaLeastRedundant
Effort heuristic. Translationproceedsstraight throughconditional
branchesandcal | instructions,and terminatesat ary uncondi-
tional j unp to a destinationthat is statically unknavn or previ-
ouslytranslatedInstructionsfollowing a branchor call areadded
to the BBdirectory as likely targets of future branchesWhen a
directj unp to a previously untranslatedasicblock is encoun-
tered,we elide the j unp, add a BBdirectory entry for the desti-
nation,and continuetranslatingat the destinationinstruction.Pin
terminatests traceswhenanunconditionabranchis encountered.
DynamoRIO[8] maintainsa separatéracecachein additionto the
basicblock cache wherehot tracesare maintained Traceforma-
tion is aggressie, andis done even acrossindirect jumps at the
costof tail duplication.In contrast HDTransoptimizesfor maxi-
mumreuseof translationeffort.

The above translationschemas illustratedusingthe following
example.We use AT&T syntaxfor the assemblyfragmentsillus-
tratedin this paper All variablesbeginningwith "G’ correspondo
guest(original) valuesandthosebeginningwith “T' correspondo
translatedralues.If thesourceinstructionsof theguestare:

add $20, %ecx
jmp $G dest

G dest: nov $30, %edx
call $G proc
add $4, %esp

jmp $G dest

G next:

If Gpr oc is alreadytranslatecandG.dest is not,thecorrespond-
ing translatednstructionsin the BBcachewill be:

add $20, %ecx
T_dest: nmov $30, %edx ; new BB here
push $G_next
jmp  $T_proc
<cal | - postanbl e> ; See section 3.7
T_next: add $4, %sp new BB here
; end of trace

Jmp $T_dest

Averagetracelengthsin our schemavasaboutthreebasicblocks,
or 10-15instructions.The longestmeasuredracewas 256 basic
blockswith over 1,100instructionsn thecaseof gcc.



3.5 Conditional Branches

Translationat a conditional branch usesthe techniqueusedin
Dynamo [3]. If the destinationof the branchhas alreadybeen
translatedwe emit a conditionaljump to the existing translated
basicblock. Otherwise,we conditionally branchto an exit stub
On entry, the exit stub calls the translatoy providing the original
destinationand the addressof the conditional jump instruction
in the basicblock cache.The translatorperformstranslationas
neededat the jump target, and patchesthe destinationinto the
translatedump instruction so that further jumps can go directly
to the destinationblock. Exit stubsare also emitted for cal |
instructionswhosedestinatiorhasnotyet beentranslated.

The instructionfollowing a conditionalbranchis notedasthe
startof a new basichlock in the BBdirectory Exit stubsdo not
sub-dvide sourcetracestheir emissionis deferredill theendof a
tracein orderto presere the sequentialityof thetrace.Pininserts
exit stubsatthe endof the codecache jn orderto improve I-cache
locality amongthetracesin the BBcachg26].

3.6 Indir ectBranches

Sincethe dynamictranslatorcannotknow the destinationof the
jump attranslationtime, it is necessaryo emit codethatperforms
a run time lookup to determinethe translateddestinationof the
branch,whichis a potentiallyexpensve operationComputingthe
branchdestinationrequiresthat a mappingfrom guestaddresgo
translatecaddres$eimplementedDynamoRIOattemptgo avoid
someof this overheadby inlining a small numberof “guesses’at
traceconstructiortime. If thesefail, it falls backto a globalhash-
tablelookup.Pinemitsa(back-patchedranchto acandidatéasic
block, andchecksat the destinationwvhetherit is indeedthe target.
Theseguessedlocks are chainedtogether If the chaindoesnot
discover a translation,a source-speci chashtable of destinations
is consulted.In all schemesthe BBdirectoryis consultedasthe
ultimate fallback and usedto revise the optimized strateies for
lateruse.

HDTransproceedsy constructinga global hashtable at run
time. Thistableis hashednthedestinatioraddressEachtableen-
try containsaj unp instructionto thestartof adestination-speci ¢
chainof comparisorblocks.Comparisorblocksareaddedonly for
thosebasicblocksthataredynamicallyobsered at runtime to be
indirect destinationsCollectively, the hashtable andits compar
ison blocks are known asthe “sieve” (Figure 3). The mechanism
differsfrom thestratay of Pin[34] in thatit hashesr standchains
secondIn the benchmarkseportedhere,andin a variety of other
programswe havetestedthelengthof thesieve chainsareobsered
to be 1 or 2 on an average,and are never morethan4. HDTrans
currentlyusesseparateseiesfor indirectj unp andcal | instruc-
tions, but this appeardo make no signi cant difference(Figure7),
andwe expectto remove it in futureimplementations.

3.7 Return Caching

Ther et ur n instructionis by farthe mostimportantform of indi-
rectbranchin termsof dynamicfrequeng. Althoughther et ur n
instruction can be handledby a generalizedindirect branching
schemeywe canexploit the symmetrybetweenthe call andreturn
instructiongo optimizethis case However, akey constrainon ary
implementatioris thatthecal | /r et ur n sequencshouldnotal-
ter the activation stackin a way thatis obserable by the subject
program.

Some dynamic translators[40] have proposeda schemein
which the translatedreturn addressratherthan original codead-
dressis pushedon the stack.This approachis incompatiblewith
C++exceptionhandling,garbagecollection,orl ongj np() with-
outextensive andcomplicatedx-ups or built-in supportfor theex-
ceptionhandlingcontroltransfermechanismlt alsopresenthal-

BBCache
[ Si eve_di spat ch_bb :T*
~~(__Need_xlate_bb )

j np _bucket #x
j mp bucket #y =

jmp $Need_x| ate_bb

SRR
my BBstart

t
nmy BBst al
Yes "~

h
r

_No |Yes
trans_dest

push *G dest
j np $Si eve_di spat ch_bb

Sour ce

{ jmp *G dest }

Figure 3. Thesieve.

lengeswhenthe BBdirectoryis ushed. Pin usesfunctioncloning

(a.k.apolyinstantiation}o specializunctionsthatarecalledfrom

multiple locations[34]. This allows thereturninstructionto return
directly, at the cost of emitting redundanttracesinto the trans-
lation cache.FX!32 implementsa “shadav stack” for translated
addresses.

HDTransusesa newv techniqueknown asthe “return caché€,
which is built on a co-operatie protocol implementedbetween
cal | andr et urn instruction emitters. The return cacheis a
single-entryhashtable that is indexed by a hashof the called
procedures start addressThe translationof a cal | instruction
pusheghe untranslatedreturnaddres®n the stack,andstoresthe
translatedreturn addressinto the appropriatereturn cacheentry.
If thecal | in questionis a direct call, the return cachebucket
calculationcanbedoneatdynamiccompiletime.

BBcache

caller
call $G_proc|
G_next: ...

Return Cache

[ Sieve dispatch bb

trans_caller

push $G_next
Update ret-cache
Jmp $T_proc

verify-ret-addr

oops i,

trans_wrong

x\‘ jmp $T_proc2 Fail
verify-ret-addr

Figure 4. Returncachecontrol- ow.

The translationof a r et ur n instruction leaves the original
returnaddresson the stackandblindly performsanindirect jump
throughthereturncacheentryindexedby the procedureentrypoint
thatdominateghatr et ur n instruction(Figure4).

This is an optimistic control transfer If all goeswell, control
reacheghe correctcaller of this function (as shavn by the solid



arrav in the gure). However, dueto returncachecollisions(e.g.
dueto recursion)or failed returndominancerackingdueto indi-
rectcontrol o w, this methodcanresultin misdirectedreturns(as
shavn by the dashedarrow). We rely on the factthatevery return
endsup at the postambleof somecall, and every postambleper
formsa checkto seeif the intendeddestinatiorhasbeenreached.
If this postamblecheckfails, controlis transferredo the sieve to
locatetheintendeddestination.

Between15% and22% of returnsfall backinto the sieve. The
majority of theseoccur becauseof failuresof return dominance
tracking.Returncacheentriesareinitialized with theaddres®f the
si eve-di spat ch- bb at startup.This ensureshat (penerse)
codeperformingar et ur n beforecal | workscorrectly

Thereturncachediffersfrom the FX!132 shadav stackin three
regards First, theshadov stackis de niti ve. It containgguestpro-
gramcountey gueststackpointer translatedeturnaddressjriples
thatmustbe preseredif executionof returninstructionsis to pro-
ceedsuccessfullySecondit is precisetheshadav stacktechnique
is moreattractive for certainrecursionpatternsThird, the shadev
stackapproachrequiresspecialhandlingto supportl ongj mp()
andexceptionhandling.Thereturncacheas somevhateasieito im-
plementandintroducedessregisterpressure.

3.8 Translation Startup

In orderto take control over the the guests execution,HDTrans
usesthe LD_PRELOAD ervironmentvariableto load itself before
the guestprogram[37]. Whenour startupcodeis calledby the dy-
namicloader it hijacksthe control o w, and never returnsto the
loader Instead,it usesthe return addresgpushedon the stackto
startdynamictranslation.The startupcode passeghis addresso
an initialization routine that initializes the M-state and branches
into the translatoy which then startsa co-routinelike execution
alongwith theguestprogram.Themethodcanbestraightforvardly
adaptedfor deluggerdirectedinjection, allowing more complete
instrumentatiorof earlystartupcode.Relatedechniquesvereused
by theDebug dehugger{42] andanunreleasethcrementatompi-
lation ervironmentdevelopedat AT&T Bell Laboratoriesn 1989.

3.9 Multithr eadingSupport

Previously reportedversionsof HDTransdid not supportmulti-
threadedexecution. The version reportedhere has addedmulti-
threadingsupport,andall of the performanceesultsreported(in-
cluding single-threadedbenchmarkshyre obtainedfrom the mul-
tithreadedimplementation.Thereis no measurablesingle-thread
overheadncurredby the presencef supportfor multithreading.

In implementingmultithreadingwe consideredeveraldesigns
thatwould supportsharing— or at leastreuse- of translatectode
acrossthe threads.The simplestapproachis to copy the existing
BBcacheat the time of threadcreation.The problemwith this is
thatthe emittedcodein the BBcachecontainsabsolutereferences
to trampolinebasicblocks andto the M-state structure.We con-
sideredmaoving the M-statepointerto thread-locaktorage but the
necessaryun-time supportis implementedoy the pt hr eads li-
brary and not all multithreadedprogramsuse pt hr eads. The
sameproblemis sharedby variouslazy cloning methods.While
it would be possibleto keepenoughrelocationinformationto be
ableto relocatetheseaddressesyr to steala registerasis donein
Pin [34]. Both of theserequiresigni cant new effort andcomple-
ity in thetranslatorOnregisterstanedarchitecturetik ethelA-32,
stealingaregisteris notathing to beundertakenlightly.

While translationcachereusemay be importantin someap-
plications thedegreeof reusevarieswidely. Brueninghasreported
betweerb0%and70%reuseof cachecontenf9] acrosghreaddor
sener applicationsput muchlower sharing(1% to 10%)for desk-
top applicationd7]. Ultimately, thebene t of reuses afunctionof

thecostof regenerationln keepingwith therestof theHDTransde-
sign,we endedupadoptingabruteforceapproachTheM-stateand
BBcachestructureshave beenmadethread-localandeachnewly-
createdhreadbeginswith a coldtranslationcache.

Similar to the approacHollowedin DynamoRIO[8], whenthe
clonesystemcall is (successfully)nvoked with the CLONE_VM
ag set,thetranslatorarrangedgor thechild to resumesxecutionin
adedicatednitialization routinethatallocatesandinitializesa new
M-stateandBBcachefor thethread.Theinitialization routinethen
branchedo the translatorto begin translationof the new thread.
No specialhandlingis requiredfor the vfork systemcall, because
the parentis blocked until the child executesanexecve() oran
_exi t (), andall signalsto the parentaredeliveredafterthe child
hasexited.

3.10 SignalHandling

HDTranscurrentlyprovidessupportfor signalhandling,thoughit
doesnot yet supportintrospectve signalhandlersHDTranstreats
signalsasa separatehreadof executionthathapperto get“sched-
uled” onsignalarrival. Whenthe guestattemptdo registerasignal
handlerwe hijack the systemcall andsetup our own “master”sig-
nal handlerafternotingthe guestsignalhandlerinformationin our
signal handlertable. Upon signal arrival, our mastersignal han-
dler — keepingwith the brute force philosophyof HDTrans—
allocatesa new M-staté andBBcache andstartsthetranslationof
the correspondingignalhandler Whenthe signalhandlereventu-
ally executesasi greturnorart _si gr et ur n, wereleasehe
memoryallocatedfor the signalhandlers execution.This method
side-stepsnary of the complicationgn translatingsignalhandlers
like BBcache ush within the signalhandler signalsarriving onan
alternatestack,specialhandlingfor one-shofignals,signalqueu-
ing anddeferreddelivery of signalsthatarrive while the translator
itself is executing[8], etc.

Signalarrival is a very rare eventwhenmeasuredan the scale
of theCPUclock cycle. Thereforethereis practicallylittle perfor
mancampactdueto thefactthatwe useanew codecachefor every
signal.We wereableto run programdik e emacs-xand openofce
with no interactively noticeableoverheadas comparedo the ver-
sionof HDTransthatexecutessignalhandlersatively.

Becausef ourinterestin kernel-level translationcarehasbeen
takenin designingheHDTransemittedcodesequence®® presere
the possibility of supportfor introspectve signalsandexceptions.
At every pointwhereguestregistershave beenspilled, it is possible
to emit “undo” informationthat would allow themto be restored
andacorrectguestsequenc@ointre-establishedl hiswould allow
HDTransto presenta fully accuratesi gcont ext structureto
signal handlers.HDTrans doesnot currently emit the necessary
undoinformation. We also do not supportsignal handlersharing
betweerparentandchild processes.

4. Performance Evaluation

In evaluating HDTrans, we are interestedboth in comparatie

performanceand in understandingvhich optimizationsused by

HDTransaresigni cant. We alsowantto understandhe overhead
of instrumentatiorusingthe respectie systemsFinally, we would

like to understandhe degreeto which dynamictranslationover

headis sensitve to particularprocessoimplementations.

1Thereis a small amountof statethat mustbe uniqueper thread like the
signalhandlertable,thread-widepro®ling countersetc. Theseareheldin a
separatetructureandall M-stateswithin athreadstorea pointerto it.
2Whentheclonesystencall is invokedwith the CLONE_SIGHAND "ag

set,thecalling procesandthechild processesharehesameableof signal
handlers.



4.1 Experimental Setup

Hardware: The following machinesare usedto the collectthe
performanceneasurementportedn this section:

¢ Machine-0: Dual processqrhyperthreadethtel(R) Xeon(TM)
CPU2.80GHzsystemwith 512KB cacheand6GB mainmem-
ory.

e Machine-1: AMD Athlon(TM) 64 ProcessoB200+,2043.352
MHz systemwith 512KB cacheand3 GB mainmemory

e Machine-2: Dual AMD Athlon(TM) Processorl526.7 MHz
systemwith 256 KB cacheand3 GB mainmemory

e Machine-3:Intel(R) Pentiumlll (TM) CPU931.2MHz system
with 256 KB cacheand512MB mainmemory

Exceptwherenotedin the processocomparisonshenchmarksire
executedon Machine-0.In all casespbenchmarksrecompiledon
themachinewherethey areexecuted.

Operating Systemand Compiler:  All benchmarksgpresented
are executedon Linux FedoraCore 4 (2.6.15-1.183FC4smp
kernel). Single-threadedperformanceis evaluated using SPEC
INT2000 version 1.3 compiled with gcc version 4.0.2. Multi-
threadedperformances evaluatedusing SPECOMP2001version
3.0. Dueto the absencef OpenMPsupportin the GNU compiler
chain, multithreadingbenchmarksare compiledusing Intel's ver
sion9.0 FORTRAN andC++ compilers.

Translators:  The following dynamic translatorsare used to
presentomparatie performanceesults:

e HDTransversion0.3

¢ PinKit 3077,built for gcc 4.0

¢ Pin-PLDI — the versionof Pin that wasusedto report perfor

mancenumbersn the PLDI paper{34].
e DynamoRIOversion0.9.4
¢ Valgrindversion2.4.0,with null instrumentatior{Nulgrind)

Exceptin the caseof multithreadedbenchmarkswe shav the
performancef Pinwithoutthe- nt optionwhichis usedto enable
the executionof multi-threadegrograms.

4.2 Single-ThreadedComparative Performance

Figure5 shavsthe performancef HDTransonthe SPECINT2000
version 1.3 benchmarkq48] in comparisonto DynamoRIOand
Pin. HDTranscomparedavorably with the leadingdynamictrans-
lation systemsn termsof baselineexecutiontranslationspeed.
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Figure5. SPECINT2000benchmarks.
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Benchmarkssuchas SPECINT2000 are designedo measure
the performanceof relatively small codeswith hot working sets,

and thereforetend to minimize translationoverheadsPenasie
instrumentatiorapplications suchas ProgramShepherdindg32],
run in ernvironmentswhere a signi cant proportion of programs
maybedominatedby translationstartupcosts.

In consequencet is doubtfulthattheseresultsaccuratelypre-
dict the performanceof machine-lgel dynamictranslatorsn pro-
ductionuse.

4.3 Multi-Thr eadedComparative Performance
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Figure 6. Multi threadedperformanceausing SPECOMPmedium
benchmarks. Pin-PLDI does not support multi-threading.
DynamoRIOfailedto runswi m appl u andapsi

Figure6 shavstheperformancef HDTranson SPECOMP2001
version3.00benchmark$47] in comparisorto Pin (executedwith
the - mt option). We were unableto get two of the benchmarks
—318. gal gel _-mand326. gaf ort _mto build andto run cor
rectly, andthey arenot reportedin Figure 6. This alsomeantthat
we could not run the benchmarksvith the- - r eport abl e ag,
but hadto insteaduse- - i gnor e_err or s ag. Discountingthis,
everythingelsewascompatiblewith areportablerun.

4.4 Evaluation of HDTrans Optimizations
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Figure 7. SPECINT2000 benchmarkswith optimizationsselec-
tively disabled.

Figure7 shavstheperformancef HDTranson SPECINT2000
benchmarkwith individual optimizationsdisabledone at a time.
Thesemeasurementdemonstratehat the sieve, returncacheand
usingcodesequencethatdo notmodify e ags aresigni cant opti-
mizations,and that maximizing basicblock reuseis an effective



choicefor indirection intensive programs.The reuseresult sug-

geststhat previously publishedargumentsfavoring traceconstruc-
tion may not be compellingin ervironmentswheresimplicity and

maintainabilityare paramountoncernsandmay notbenecessary
for simplerinstrumentatiorapplications.

4.5 Instrumentation Overhead
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Figure 8. Performancevith basicblock counting.Pin-PLDlI failed
to run 175.vprand300.twolf with basicblock counting

Figure 8 shavs the performanceof HDTrans on basic block
counting.As the numberof saresandrestoresof the ef | ags is
thedominatingfactorin the performancef instrumenteatode,our
basicblock countingschemeperformsa condition codeliveness
analysisusing the informationreadily storedin our decode-table.
If we encounteran instructionthat modi es condition codesany-
wheee in thebasic,we emittheincrementeforethatinstruction.|If
no suchinstructionis encounteredintil the endof the basicblock,
we emit the incrementjust beforethe branch(direct, conditional
or indirectj nps, cal | sandr et s) bracletedby codethat saves
and restoresthe condition codes.This emissionpolicy is imple-
mentedexplicitly by the instrumentatiorcode.In the caseof Pin,
we usedthe instrumentatiorcodethat was usedin the PLDI pa-
per[34], which we obtainedrom the Pin group.

HDTransperformsfavorablywhencomparedo currentleading
dynamicinstrumentatiorsystemsThe averageoverheacof instru-
mentationin HDTransis 103%asopposedo 282%in the caseof
Pin.

4.6 CPU Sensitiity

Dynamictranslationcanbe sensitve to particularprocessoimple-
mentationsIn particular differencesn branchprediction,branch
cachingandreturnaddresgachingcaninteractwith thetracecon-
structionstrateyy. Moreover, somesystemsmay usedocumented
or undocumentefkaturegeculiarto a processoand/ or compiler
implementationFor example,Pin doesnot supportAMD proces-
sors.

Figure 9 shavs the overheadof HDTransmeasuredn several
CPUimplementationaisingthe SPECINT2000 benchmarisuite.
Interestingly thereis no conclusve differencein performancee-
tweentheseplatforms.

4.7 Cold CachePerformance

It hasbecomecommonpracticeto evaluatedynamictranslation
systemausingbenchmarksuchasSPECINT2000[14, 8, 34,41,

32, 46]. InstrumentatiorusingHDTransshaws that mostof these
benchmarksonvergerapidly on astablestatethatrunsentirelyout
of the translationcache.ln consequencehis approachevaluates
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Figure 9. Overheadof HDTransfor the SPECINT2000 bench-
marksmeasurean differentmachines.

translatorsunderideal conditions,and doesnot effectively reveal
theimpactof translatoroverheadEspeciallyin ubiquitousapplica-
tion, evaluationof “cold cache”overheadss important.

To evaluatethe cold cacheperformanceof HDTrans,we mea-
suredthe performancef a numberof short-runningorogramghat
aredominatedby startupinitialization costsor interpretation:

e ccl (v 4.0.2)compilinga390line Huffmanencoder

e bzi p2 -t ona4kKB bzip le,

e thecl ear command,

e thel s commandn/ bi n,

e enacs in batchmodedirectedto loada le, enterahighlight-
ing mode,andquit, and

e perl (v 5.8.6)runona200line scriptthatgeneratesandom
passwerds

Figure 10 shavs the comparatie performanceof HDTransfor
thesebenchmarkslt shouldbe notedthat recentversionsof gcc
exhibit dramaticallylower codereusethantheolderversionusedin
SPECINT2000,andconsequentlgtressdynamictranslatorsnuch
harder
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Figure 10. Overhead for some cold cache benchmarks.
DynamoRIOfailedto runenacs for thistest.

4.8 Translation vs. Execution Overhead

The overheadof dynamictranslationcanbe divided into the cost
of the translationprocessitself, and the overheadintroducedby
thetranslatecdcode.To isolatetheseeffects,we modi ed HDTrans
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Figure 11. Overheadf HDTrans-pureandHDTrans-reloadetbr
somecold cachebenchmarks.

to dumpandreloadits translationcacheand associatednetadata.
To performthis comparisonLinux addresspaceandomizatioris
disabled Figure 11 shawvs the performanceof the purely dynamic
versionof HDTransandthe reloadedversionfor programsevalu-
atedin the previous section.With the translationcachereloaded,
very few basicblocksaredynamicallytranslatedn the seconcex-
ecution.Measuremenshaws thatthe overheadof the reloaditself
is nggligible. As expected,higher executionoverheadis incurred
in programshaving a high dynamicfrequeny of indirect control
transfersandthe translationoverheads highestfor programsex-
hibiting the leastdynamiccodereuse.A detailedanalysisof the
translationandexecutiontime overheadsn the caseof Pin canbe
foundin [39].

4.9 Utility of Static Pretranslation

Theideaof usinga semi-statiapproacho binarytranslationdates
backto May's work on MIMIC [35]. FX!32 [30] usesa combi-
nationof emulationandpro le drivenbinarytranslationfor trans-
lating x86 binariesto Alpha systemsln HDTranswe considered
emplgying a hybrid approachto translationjn which we statically
pre-warmthebasicblock cacheusingabest-efort staticdisassem-
bly andcode-emissiotoop. While staticdisassemblypf x86 code
is imprecise,falsely identi ed basicblocks are dynamically un-
reachedthereforeharmless)andmissingbasicblockscanbe gen-
eratedat runtime by the dynamictranslator For someprograms,
static pretranslatiomrmight provide substantialperformancegains
by recognizingcommoncompileridioms(e.g.swi t ch statements
orvt abl e dispatchjandeliminatingthe needfor mostexit stubs.

Usinga minor variantof Kruegel et al.'s obfuscatedlisassem-
bly technique$33] (weassumehatacall is followedby instruction
bytes),we have con rmed that over 98% (often more than 99%)
of the dynamically executedbasicblocks can be statically iden-
tied andpretranslatedTherefore,the reloadedbarin Figure 11
is areliableestimateof the performancef a hybrid translatorpro-
videdthatnosubstantiabverheads incurredwhenloadingthestat-
ically generatecprecachdn an unconstrainedperatingerviron-
ment. TheHDTranssourcetreeincludesanimplementatiorof this
pretranslatiorstrat@y. Supportor relocatingreloadingis currently
unimplementedbecause substantiaintrinsic overheadseemdo
existin reloading.

The dif culty liesin the widespreadiseof addresspaceran-
domizationwhichimpliesthatabsoluteaddressesmbeddedh the
load imagemustbe relocatedwvhenthe imageis loaded.Unfortu-
nately eachpagemodi ed duringreloadincursademandopy-on-
write (COW) overhead.Similar overheadsare well known in the

garbagecollectionliterature,and have led to the abandonmenof
MMU-basedguardpagesn moderngarbagecollectors.

If aPC-relatve addressingnodewasavailableit would be pos-
sible to emit positionindependentodein the BBcache,andthus
facilitatereusewithoutregardto addresspacerandomizationUn-
fortunately the 1A-32 architecture(along with most other archi-
tectures)doesnot provide suchan addressingnode.In this case,
it is necessaryto embedabsoluteaddressesn the BBcache.In
HDTrans,emitting suchabsoluteaddressess necessaryor opti-
mizing the call/returnsequenceasdescribedn section3.7. More
importantly instrumentatiorcodethatis inlined into the BBcache
alsorelieson the emissionof absoluteaddressesgex: basicblock
counting).

Our resultssuggesthat any static reusestrat@y will substan-
tially exceedthe costof re-runningHDTransin mostcasesWe
thereforebelieve thatstaticpretranslations effective only for opti-
mizationor instrumentatiorstratgieswherethe costof translation
is adominatingfactorandrepeatedeuseis anticipated.

5. Related Work

We have discussed®ynamoRIOandPin extensvely, andcompared
theirtechniquesndperformancevith HDTransthroughouthepa-
per In this sectionwe addres®therrelatedsystemsReadersnter
estedn furtherinformationaboutdynamictranslatiorsystemsand
otherbinary rewriting tools shouldrefer Chapterl0 of Breunings
dissertatiornj6]. ThepaperonWalkabouf14] andDynamo[3 give
particularly clear descriptionsof how earlier high-performance
translatoravereconstructed.

Valgrind  Valgrind[36] is adynamichinaryanalysistool for pro-
ling and delugging applications.It constructsa full intermedi-
aterepresentationf tracesusinganlA32-specializedntermediate
form. This form is instrumentedaccordingto the requirement®f
theuserselectedracing“skin.” Following instrumentationthein-
termediatdorm is optimizedandnative codeis re-emittedln com-
parisonto tools providing a perinstructioninstrumentatiorAPI,
the Valgrind intermediateform is both rich and comple, but en-
ablesmoreinvasive pro ling to be performedwith tolerableover
head. TheValgrindintermediatdorm is particularlywell suitedfor
tracingof memoryreferences;achebehaior, andrelateddynamic
performancecharacteristicshatdependon deterministicbut stati-
cally unpredictablattributesof theexecution.Valgrindcanalsobe
usedto performuse-before-storehecking.

VMW are VMWare[17] is afull-systemvirtual machineemula-
tor thatusesa combinationof native executionfor non-prvileged
codeanddynamictranslatiorto emulateprivileged-modéehaior.
Priorto the arrival of Intel's “Vanderpool[45] andAMD' s “Paci-
ca” [1] technologiesVMWarewasthe highestperformancdull-
systememulatorfor IA32 in widespreadise.VMWare,Inc. asserts
thatsystememulatedby VMWarerunatupto 95%of thespeedf
theunderlyingsystemwhich impliesanextremelylow translation
overheador supervisormodecode.Thisis consistenwith theper
formanceresultsreportedin Figure9. Lightweight, same-machine
translationis ideally suitedto codes(suchas operatingsystems)
that do not male intensie useof indirect control o w. Whenthe
addedfactsthat (a) operatingsystemexecutionaccountsfor less
than50% of total instructionson a normalsystemand(b) operat-
ing systemsnale extensie reuseof code,it is concevablethatthe
VMWare-assertedverheadsnightbeachievable.

While the VMWare license precludesreporting performance
gures, our experiencesandthe experience®f the Xen [19] group
have beenmuchlessfavorablein practice.The mostlikely expla-
nationfor thisis thattranslatiorfor supervisoimodecoderequires



additionalchecksandthereforerequiresasomeavhatheavier trans-
lation mechanismhanthe oneusedby HDTrans®

QEMU Bellard's QEMU [5] providescross-mahinefull system
emulationusing dynamictranslation.The currentimplementation
can, for example,emulatea SFARC guestsystemrunningon an
IA32 host. This is achieved by precompilingnative codeto em-
ulate commontarget instruction sequencesind “stitching” these
sequencesogetherto translateinstructionsinto the QEMU ba-
sic block cache A particularlycleverimplementatiortechniquen

QEMU is taking advantageof the native compilerto constructthe
targetcodesequenceautomaticallybut thistechniqueeliesonas-
sumptionsaboutcompilerregisterusage andhasrecentlyproven
to befragile.

'C The'C (pronouncedtick see”)systenf22] buildsonEnglers

previous work on low-overheadcode generation[24, 21, 23] to

allow compilergeneratedlynamiccodegenerationFor example,
the'C systemdefersdecisionsaboutloop unrolling until run-time
when loop boundsare available. Insteadof generatingcode to

executethe unrolledloop, the'C compilermay alternatvely emit

codethat geneatesthe loop codeat run time and then executes
thatcode.Becausehetechniquds fully compilerdirectedit is not

truly adynamictranslationstrateyy.

Strata The Stratasystem[41] explores “continuous compila-
tion,” an approachin which the compilerand the dynamictrans-
lator collaborateto generatecode at the most appropriatetime.

The translatorperformsruntime optimization, but may do so us-
ing compilergeneratedints or directives.As a concreteexample
of oneplacewherethis approactcansigni cantly reducerun-time
performanceoverheadsthe Strataruntimetranslatorcanbe given
direct knawledge of mary dynamicbranchtargets,andtherefore
shouldnot exhibit thetypesof performanceverheadseerfor eon

or per | bnk in Figure5.

6. Conclusion

The key to dynamictranslatomperformances balancingthe over
headof translationagainsthe performancémprovementin trans-
lated code.HDTransshaws that satistctory performancecan be
achieved usinga muchsimplertranslationstrategy thanhasprevi-
ously beenassumedHDTransemitscodethatis competitive with
the bestexisting translatorsbut hassigni cantly lower startupand
translationoverheads.

If the dynamictranslatorwill be usedin a ubiquitoustransla-
tion application,cold cacheperformancenustbeconsideredMost
of thebenchmarkén corventionalbenchmarlsuitessuchasSPEC
INT2000 are designedo evaluatehot cacheperformanceof stat-
ically optimizedcode.In consequencehey provide an unrealis-
tically favorableassessmertf dynamictranslatorperformance-
the casewheretranslationcostsareeffectively irrelevant. Because
of its lightweighttranslationapproachHDTransdemonstratesig-
ni cantly bettercold cacheperformancehanDynamoRIOor Pin.

The succes®f the SYRAH groupin adapting”HDTransfor re-
verseexecutionandrun-timesecuritypolicy enforcementendsto
supportour view that exposing a lower-level translatorinterface
facilitatesinstrumentationThe reverseexecutionwork, in particu-
lar, requireschangesn the low-level codegeneratiorstratgy that
would bedif cult in a“closed”translationinfrastructure.

Severalauthorshave speculatean the possiblebene t of static
pre-warmingof thedynamictranslationcache Our examinationof

3This assessmentonsidersonly 32-bit supervisorcode.When executing
16-bit codeor codewith actve sggmentationthe VMW aretranslatomust
emitcodeto emulatehetranslatiorsubsystemyhichintroducesioticeable
degradation.As a practical matterthis haslittle relevanceto the overall

performancef VMWare, becaussuchcodeis dynamicallyrareandoccurs
primarily atboottime.

translationoverheadws. executionoverheadsindthe comparatie
cost of reloading the translationcache suggestthat cache pre-
warm is unlikely to improve the performanceof a lightweight
instrumentationnfrastructure.

Sourcecodefor the HDTranstranslatormay be downloaded
fromhttp://srl.cs.]jhu. edu. Theversionreportedhereis
version0.3.
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