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Abstract
Dynamictranslationis a generalpurposetool usedfor instrument-
ing programsat run time. Performanceof translatedexecutionre-
lies on balancingthecostof translationagainstthebene�ts of any
optimizationsachieved,andmany currenttranslatorsperformsub-
stantialrewriting duringtranslationin anattemptto reduceexecu-
tion time. Our resultsshow that theseoptimizationsoffer no sig-
ni�cant bene�t evenwhenthe translatedprogramhasa small,hot
working set.Whenusedin a broaderrangeof applications,such
asubiquitouspolicy enforcementor penetrationdetection,transla-
tor performancecannotrely on the presenceof a hot working set
to amortizethe costof translation.A simpler, moremaintainable,
adaptable,andsmallertranslatorappearspreferableto morecom-
plicateddesignsin mostcases.

HDTransis a light-weightdynamicinstrumentationsystemfor
the IA-32 architecturethat usessomesimpleandeffective trans-
lation techniquesin combinationwith establishedtracelineariza-
tion andcodecachingoptimizations.We presentan evaluationof
translationoverheadunderbothbenchmarkandlessidealizedcon-
ditions, showing that conventionalbenchmarksdo not provide a
goodpredictionof translationoverheadwhenusedpervasively.

A furthercontribution of this paperis ananalysisof theeffec-
tivenessof post-linkstaticpre-translationtechniquesfor overhead
reduction.Ourresultsindicatethatstaticpre-translationis effective
only whenexpensive instrumentationor optimizationis performed.

Categories and Subject Descriptors D.3.4 [ProgrammingLan-
guages]: Processors

General Terms Languages,Performance,Security

Keywords Dynamicinstrumentation,Dynamictranslation,Binary
translation

1. Introduction
Oneof thenotabledevelopmentsover the last few yearshasbeen
the use of dynamic binary translationto addressnumerousrun
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time instrumentation,compatibility, and securitychallenges.Dy-
namo[3] andMojo [12] performrun time optimizationto improve
the performanceof native binaries.Valgrind [36] usessophisti-
cateddynamictranslationmethodsto perform heavy-weight dy-
namicbinary analysiswhich canbe usedfor comprehensive per-
formancemeasurements,pro�ling, memoryanalysis,anddebug-
ging. Shade[15] usesdynamic translationfor high-performance
instructionsetsimulation.Daisy[20, 2] usesdynamiccompilation
for instructionsetemulationandevaluation.VMWare[17] usesse-
lective dynamictranslationto achieve full machinevirtualization.
UQBT [13], Walkabout[14] andStrata[41] provide a retargetable
dynamictranslationinfrastructure.DynamoRIO[8] and Pin [34]
aredynamicinstrumentationsystemsthat export a high level API
for run time instrumentationof andoptimizationof programs.Pro-
gramShepherding[32] usesdynamictranslationto monitorcontrol
�o w transfersin orderto enforcesecuritypoliciesonprogramexe-
cution.

Executionperformanceunderdynamictranslationis achieved
by balancingthecostof translationagainsttheperformancegains
from translations.Many currenttranslatorsimplementtranslation-
time traceoptimizations.Theexpectationis thatby improving the
performanceof re-usedcode,the overheadof instrumentationis
reducedand in somecasesapplicationperformancemay be im-
proved.Thisexpectationis violatedin programsthathave low per-
centagesof dynamiccodere-use,high frequenciesof indirectcon-
trol transfer, or shortexecutionruns.If ubiquitousdynamictrans-
lation is intended(asproposed,for example,in programshepherd-
ing [32]), such“unfriendly” programsneedto beef�ciently instru-
mentable,andthe costof run-timeoptimizationbecomesdif�cult
to amortize.

Instrumentationapplicationscanbe broadlydivided into three
categories:(1) thosethat are too complicatedto bene�t from the
techniquesthata run-timeoptimizercanapply, (2) thosethatben-
e�t from repeatedre-useof register(s)or non-trivial codeschedul-
ing,andthereforemaybene�t from codere-synthesis,and(3) those
thatcanbeaccomplishedef�ciently withoutrun-timeoptimization,
usingonly registerlivenessanalysis.Mostof themotivatingexam-
ples for run-timebinary instrumentationthat appearin the litera-
turefall into thelastcategory. Thesecondcategory is signi�cantly
complicatedif precisesignalandexceptionhandlingis required,
becausethetranslatormustbepreparedto restoreregistersto their
“of�cial” stateat any sequencepoint.

In this paper, we describeandevaluateHDTrans— a simple,
high-performance,light-weight dynamic instrumentationinfra-
structurefor the IA-32 architecture,that is optimized for sim-
plicity and modi�ability . Our original motivating applicationfor
HDTranswassupervisor-modeinstrumentation.This promptedus



to prioritizeourimplementationfor simplicity ratherthanoptimiza-
tion. Coderewriting is complex andfragile,andtraceoptimization
makes it more complicated.It is challengingto debug a dynamic
translatorat user level whererelatively rich debugging tools are
available.Whenrunningwithin a kernel,wherethe usualsign of
failure is a system-widereset,“simple” and “good” are closely
correlated.For this reason,we choseto focusour attentionon the
simplicity and ef�ciency of the decodingand translationsystem
ratherthantheef�ciency of translatedcode.Surprisingly, giventhe
sequenceof prior results favoring translation-timeoptimization,
the performanceof HDTransis competitive with the bestcurrent
translationsystems.

HDTransis entirely opensourceandeasilymodi�able. It pro-
vides a basic framework for instrumentationat a per-trace,per-
basic-blockor per-instructiongranularity. The instructiontransla-
tion policy is table-driven,andcanberevisedon aninstructionby
instructionbasis.The goal of the translatordesignis to facilitate
modi�cation of the translationstrategy itself to provide inline in-
strumentation.TheSYRAH groupat HarvardUniversityhasused
HDTransto dynamicallyinstrumentprogramsfor two applications:
run-time security policy enforcementto ensuresystemintegrity
while runninguntrustedcode,andproviding �ne-grain reverseex-
ecutionfor debugging.

The restof the paperis organizedasfollows. In section2, we
provide a brief review of the stateof the art in dynamictransla-
tion. In section3, we introducethebasictranslationmethodology
andthe designchoicesadoptedin HDTrans.We later presentthe
specialtechniqueswe usedto addresssomeperformancecritical
issuesin dynamictranslation.In section4, we presentcompara-
tive performanceresultswith existing systemsusingbothstandard
benchmarksandeverydayprograms.We provide a detailedeval-
uation of the overheadsinvolved, and commenton the utility of
static-pretranslationtechniquesfor overheadreductionin dynamic
translators.We presentrelatedwork in section5, andconcludein
section6.

2. Review of the Art
Theessentialtechniquesof binarytranslationdatebacktoDeutsch's
early work on Smalltalk-80[16] andMay's work on System/370
emulation[35]. Deutschin turnwasinspiredbyearlierworkonuni-
versalhostmachines[38] andthreadedcode[4, 18]. May's work
on MIMIC, in particular, appearsto deserve credit for the ideaof
trace-basedtranslation,andmany of theassociatedoptimizations,
includingrun-timeregisterallocation.
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Figure1. Thedynamictranslator

A binary translatorproceedsby alternatingits execution be-
tween“translationmode”and“targetmode,” asshown in Figure1.
In translationmode, the instructionsof the subject(or “guest”)
programare translatedinto a “basic block cache” (in HDTrans:
the BBcache).Dependingon the speci�c translationstrategy, the
unit of translationmay bea basicblock, anextendedbasicblock,
or a trace[35] that spansmultiple basicblocks.As translationis
performed,a directory of translatedunits (in HDTrans: the BB-
directory) is maintained,indexed by the guestprogramcounter.
When translationis completed,the translatorenterstarget mode
by branchingto thenewly formedtranslationunit.

2.1 From CodeBlocks to Traces

Theearliestbinarytranslatorstranslatedinstructionsoneat a time.
May [35] introducedtranslationin units of “code blocks.” Flow
analysisis usedto discover all codesequencesthat arereachable
from someinitial entrypoint,which is compiledasa unit usingan
aggressive translationalgorithmthat back-tracksasbranchesinto
previouslytranslatedblocksarediscovered.Eventuallythismethod
stabilizesanda translatedcodesequenceis emittedalongwith a
recordof all sourceto targetbranchrelationships.In May's design,
an“intermediatememory”is usedto recordthetranslatedlocation
of sourcecodeblocks,allowing even indirectbranchesto proceed
withoutre-enteringthetranslatoraslongasnonew translationsare
required.The key advantageto this approachis that all statically
computablebranchdestinationsarediscoveredat translationtime.
Two key disadvantagesare the need for a comparatively large
intermediatememory and a code block discovery strategy that
yields variabletranslationdelaysandis likely to translateunused
codeunnecessarily.

Latertranslatorsre�ned this strategy by translatingmoreselec-
tively. Shade[15] translatesinstructionsin unitsof (simple)basic
blocks.It alsochainsthebasicblocksendingin a directbranchto
a known target in orderto bypasstranslatorinterventionin control
transfer. Dynamo[3] dynamicallyconstructsoptimizedtracesfor
instructionsequencesthat are identi�ed to be in the “hot path”.
Pin [34] translatesin units of static traces,proceedingforward
acrossconditionalbranchesandstoppingat the�rst unconditional
branch.Both DynamoandPin redirectdirectbrancheswhosedes-
tinationsareunknown to “exit stubs”.Whenanexit stubis encoun-
teredrun time, it causesthetranslatorto entertranslationmodeto
translatethetargetof thebranch,andthenpatchtheaddressof the
translatedbranchdestinationinto theoriginal codesequence.The
endresultof thesepatchesis thattracesandfragmentsin thetrans-
lation cachecometo be linked moreandmoredirectly over time,
with fewerandfewerswitchesto translationmoderequiredasexe-
cutionprogresses.

2.2 Indir ectBranches

Indirect branchesare more dif�cult to deal with, becausethey
cannotbe patchedinto the original location, and the “interme-
diate memory” techniquerequiresprohibitive amountsof mem-
ory on modernmachines.Instead,other implementationsrely on
somecombinationof hashtablesand chainedbasicblocks.The
Smalltalk-80[16] optimizesits methoddispatchby inlining the
addressof the most recentlyusedmethodinto the call site along
with acomparisonto checkfor correctnessof dispatch.Embra[49]
extendsthis ideato performspeculativechaining of basicblocks
acrossindirect branchesin general.Dynamo[3] useslightweight
runtime pro�ling information to constructtracesacrossindirect
branches.Thesetechniquesimposethe costof saving andrestor-
ing the hardwareconditioncodesand/ or several registersin or-
derto performcomparisonsandhashtablelookup.Pin attemptsto
reduceoverheadby jumping to a candidatedestinationblock that
beginswith a compareto determinewhetherit is thecorrectdesti-



nation,andonfailurebranchesto thenext candidate[34]. Whenall
candidatesareexhausted,Pin falls backto a hashtablethat is spe-
ci�c to the sourceinstruction.If the destinationcannotultimately
befoundall methodsproceedby translatingthedestinationblock.

BecauseRETURN instructionsareaperformance-criticalspecial
case,several strategieshave beenadoptedto optimize them.Dy-
namosimply treatsreturnslikeotherindirectbranches.FX!32 [30]
usesa “shadow stack” that holds the translatedreturn addresses.
Pin usesa form of polyinstantiationknown as“function cloning,”
creatingseparatecopiesof a function for eachcall siteso that the
returndestinationis known at translationtime [34].

2.3 Instrumentation and Optimization

Recentdynamic translationsystemshave focusedon instrumen-
tation,run-timeoptimization,pro�ling, debugging,or sandboxing
[8, 32, 34, 36]. In orderto reducetheoverheadof instrumentation
or improve run-timeperformance,someof thesetranslatorstrans-
lateto a(low-level) intermediateform, insertinstrumentationat the
intermediateform level, and then re-generatecodeinto the basic
block cache.In someapplications,translate-timeoptimization is
known to be extremely importantto reducedemultiplexing over-
heads[23]. Its usefor general-purposecodeoptimizationhas(to
date)yieldedmixedresults[3, 12].

For low-level instrumentation,livenessanalysisof the condi-
tion codes[31] is oftensuf�cient to introduceinstrumentationwith
minimal performanceoverhead.Generalregisterlivenessis better,
andboth conditioncodeandregister livenessover a tracecanbe
obtainedwith minimal extra work during instructiondecode.The
advantageof coderegenerationis thatmorecomplex instrumenta-
tion strategiescanbeoptimizedto reducetheiroverhead.Pragmat-
ically, this advantageendsat theprocedurecall boundary:oncean
instrumentationstrategy is obliged to insert procedurecalls with
any great frequency, the current traceconstructionstrategies are
usuallynotableto usefullyoptimizetheinstrumentation.

2.4 Other Issues

The original approachof �ushing the translationcachein its en-
tirety is commonlycreditedto Deutsch[16], thoughit seemslikely
thatthetechniquewasusedby earlieremulatorswithin IBM. Sev-
eral recentsystemshave exploredstrategiesfor �ushing thetrans-
lation cachemore selectively [3, 25, 26, 27, 28, 29]. In order to
supportmultithreadedprograms,systemslikeMojo [12] usethread
local codecaches,while others[9, 34] have andexaminedtransla-
tion cachesthat is sharedacrossthreadsin multithreadedapplica-
tions.Brueningetal have reportedbetween50%and70%reuseof
cachecontent[9] acrossthreadsfor server applications,but much
lowersharing(1%to 10%)for desktopapplications[7]. In practice,
theperformancebene�t of retainingsuchsharedcodeis highly de-
pendenton the throughputof the translatorandthecomplexity of
theinstrumentation.

3. HDTrans
HDTranswasinitially designedasasupervisor-modetranslatorfor
usein virtual machineemulation[10, 11]. Ouroriginalgoalwasto
build a faster, open-sourceversionof VMWare[17], andto explore
thepossibilitythatparavirtualization[19] mightavoid theneedfor
recompilationthrougha hybrid combinationof staticanddynamic
translationtechniques.Thatwork remainsincomplete,but our ini-
tial performancemeasurementson usermodecodeled us to con-
cludethatHDTranshadvaluefor user-modeinstrumentation,and
couldprovideausefulbasefor moreadvancedinstrumentationsys-
tems.For avarietyof reasons,wealsowewantedto ensurethatthe
stateof theartwascapturedin openform.While severalsimilar in-
strumentationsystemsexist, noneof themachine-level translation

or instrumentationsystemsareopenly inspectable.This impedes
researchadvanceby makingthemhardto study, andintroducesthe
needfor redundantimplementationof complex anddelicatesys-
tems.

3.1 A Heretical Proposition

BecauseHDTranswas intendedfor kernel usewheredebugging
would bedif�cult, we eliminatedcodere-generationfrom our de-
sign options immediately. Examinationof the binary code size
of existing translatorsrevealedthat they weresubstantiallylarger
(and presumablymore complex) than the microkernel systems
that we most wishedto emulateand instrument.The versionof
DynamoRIOreportedhereis approximately382KB of codeand
70KB data.The versionof Pin reportedhereis over 3 megabytes
of codeand45KB of data.For calibration,the EROS kernel [44]
is approximately65KB of code,andits successor, Coyotos[43], is
expectedto besigni�cantly smaller. Our challengewasto achieve
performancecomparableto existing instrumentationsystemswith-
out comparablecomplexity.

As weconsideredtheveryvariableoptimizationresultsachieved
by DynamoRIO,a heretical idea emerged: maybethe achieved
performanceon moderntranslatorswasprimarily dueto tracelin-
earization,andrun-timeoptimizationwasonly achieving enough
bene�t to amortizethe cost of the optimization.If so, and if we
couldcomeupwith awayto implementthetranslationphasemore
ef�ciently , it might turnout thatwedidn't needto re-generatecode
to achieve comparableresults.As far astracelinearizationis con-
cerned,wewantedto examinestatictracelinearizationalternatives
to the dynamicpro�le driven approachtaken by Dynamo.Where
instrumentationis concerned,mattersclearlyaren't quitethis sim-
ple, but for kernel instrumentationpurposeswe werepreparedto
acceptthatfancy instrumentationmightdemandadynamicallysup-
portedstaticrewriting strategy, andfor virtual machinetranslation
simplicity wasanoverridingobjective.

The versionof HDTransbenchmarked hereis 97KB of code,
but 30% of this is due to aggressive inlining. When inlining is
disabledand the disassembler(part of the debugging support)is
discounted,the code size drops to 56KB. Essentialfunction is
embodiedin a 27KB decodetable that is storedas data.Much
of the function of the translatorcanbe validatedby using it asa
disassemblerandcomparingtheoutputto theoutputof objdump
utility. The balanceof this sectiondescribeshow we achieved an
instrumentationsystemthat is competitive with DynamoRIOand
Pin in 1/6thand1/50thof thecode,respectively.

3.2 BasicTranslator

The basicstructureof HDTransis similar to that of Dynamo[3],
Pin [34], or Mojo [12]. The translationphasebuilds tracesand
accumulatesa directoryof mappingsfrom sourcebasicblocksto
targetbasicblocks.As eachtranslationphase�nishes,executionof
the guestprogramresumeswith the newly translatedbasicblock.
HDTranstranslatesdirect brancheseagerlywhen the destination
is known andusesexit stubsto patchthemwhenthe destination
is not known. To lower the overheadof indirect branchesand
returns,HDTransemploys two new optimizationtechniques:the
return cache and the sieve. Beyond these,HDTransachieves its
performancethroughfour basictechniques:

• Througha carefullystructured,table-drivendecoder, HDTrans
reducesthetotalnumberof cacheline fetchesrequiredto trans-
lateeachinstruction.

• HDTransoptimizesfor reuseof existing translation,andadds
“extra” entriesto theBBdirectoryfor instructionsthatarelikely
to bedestinationsof currentlyunseenbranchinstructions.



  ...

  { 0xecu, "inB",     AL,      indirDX, NONE, EMIT(normal),    XX, N },
  { 0xebu, "jmp",     Jb,      NONE,    NONE, EMIT(jmp),       XO, N },
  { 0xeau, "ljmp",    Ap,      NONE,    NONE, EMIT(normal),    XO, N },
  { 0xe9u, "jmpL",    Jv,      NONE,    NONE, EMIT(jmp),       XO, N },
  { 0xe8u, "callL",   Jv,      NONE,    NONE, EMIT(call_disp), XO, N },

  /* opCode, instr,    op1,     op2,     op3,  emitterFunc,    attribs */

  ...

Figure2. Translationtablefragment

• HDTransperformsimplicit traceconstructionthroughtheLeast
RedundantEffort heuristic.

• HDTransusescodesequencesthat carefully avoid modifying
conditioncodes(assuggestedin [8]). This optimizationis IA-
32 speci�c, but the IA-32's combinationof sensitive andnon-
sensitive state in the EFLAGS register makes restoring this
register extremely expensive. Fortunately, RISC architectures
donotpenalizeconditioncoderestorequitesoeffectively.

Thesizesof theBBcacheandBBdirectoryareselectedstaticallyat
HDTranscompile time. The default translationcachesize,which
is usedfor all measurementsreportedin this paper, is 4MB. If
either the BBcacheor the BBdirectorybecomefull, we �ush the
translationcacheandstartover.

3.3 Table-Driven Translator

HDTransperformsbasicblocktranslationoneinstructionatatime.
Thetranslatoris table-driven.Thetranslationtable(Figure2) em-
bodiesrulesfor decodingall instructionsin thecurrentarchitecture.
Eachentry in the tableoccupiesa singlecacheline, anda maxi-
mumof threetableentriesarevisitedin orderto decodeaninstruc-
tion. Theresultof an instructiondecodeis a decode-structurethat
is passedto theemissionor instrumentationroutinecorresponding
to theinstruction.

The tablealsoidenti�es the back-endemit-routinethat should
be usedto emit eachinstruction into the BBcache.The emitter
routine alsocontrolsthe translationprocessby decidingwhether
the current instruction terminatesa trace, and what instruction
pointershouldbetranslatednext following thecurrentinstruction.
In order to supportcustomizedinstrumentation,we only needto
changethecorrespondingentryin thetranslationtableto point to a
function that calls user-suppliedcodein additionto its respective
emit-routine. In the basic translatorthat does not perform any
instrumentation,mostinstructionsaretranslatedby copying them
verbatim into the BBcache,and only those involving a control
transferneedspecialattention.

HDTransworks very hardto leave applicationregistersundis-
turbed. Translatorstate, including the BBdirectory, is stored in
a per-thread data structurecalled M-state, which is referenced
through memory-absoluteaddressingmodes.Translationof pri-
marily indirect control transferinstructionsrequiresthat scratch
registersbespilled.At present,HDTransspillstheseregistersto the
applicationstack.This is safefor well-behavedUNIX applications,
but is insuf�cient to supportemulationof Windows applications
whichwrite beyondthecurrentstackpointer. Notethatthisstateis
transient:anill-behavedapplicationmayobserve thatstatebeyond
the stackpointer hasnot beenpreserved, but HDTransusesthe
stackonly betweenguestinstructions,anddoesnot rely on these
valuesat any othertime. Late in theprocessof writing this paper,
werealizedthatUNIX applicationsmakinguseof sigprocmask
mayreliably usestoragebeyond thecurrentstackpointer, andwe
arecurrentlymodifying theimplementationto spill temporaryreg-
istersto theM-stateinsteadof thestack.

While thecurrenttranslatordoesnotsupportprecisesignalcon-
texts in the caseof exceptionsor interrupts,all translator-emitted
codesequenceshave beencarefully designedso that they canbe
rolled back.This allows the implementationto restorethe exact
user register stateat any architectedsequencepoint. The miss-
ing featurein thecurrentimplementationis emittingthenecessary
“undo” informationfor registerspills.

3.4 Unconditional Dir ectBranches:Trace Linearization

HDTransperformslazytracelinearizationusingaLeastRedundant
Effort heuristic.Translationproceedsstraight throughconditional
branchesandcall instructions,and terminatesat any uncondi-
tional jump to a destinationthat is statically unknown or previ-
ously translated.Instructionsfollowing a branchor call areadded
to the BBdirectory as likely targetsof future branches.When a
direct jump to a previously untranslatedbasicblock is encoun-
tered,we elide the jump, adda BBdirectoryentry for the desti-
nation,andcontinuetranslatingat the destinationinstruction.Pin
terminatesits traceswhenanunconditionalbranchis encountered.
DynamoRIO[8] maintainsa separatetracecachein additionto the
basicblock cache,wherehot tracesaremaintained.Traceforma-
tion is aggressive, and is doneeven acrossindirect jumps at the
costof tail duplication.In contrast,HDTransoptimizesfor maxi-
mumreuseof translationeffort.

Theabove translationschemeis illustratedusingthe following
example.We useAT&T syntaxfor the assemblyfragmentsillus-
tratedin thispaper. All variablesbeginningwith `G' correspondto
guest(original) valuesandthosebeginningwith `T' correspondto
translatedvalues.If thesourceinstructionsof theguestare:

add $20, %ecx
jmp $G_dest
...

G_dest: mov $30, %edx
call $G_proc

G_next: add $4, %esp
jmp $G_dest
...

If G proc is alreadytranslatedandG dest is not,thecorrespond-
ing translatedinstructionsin theBBcachewill be:

add $20, %ecx
T_dest: mov $30, %edx ; new BB here

push $G_next
jmp $T_proc
<call-postamble> ; See section 3.7

T_next: add $4, %esp ; new BB here
Jmp $T_dest ; end of trace
...

Averagetracelengthsin our schemewasaboutthreebasicblocks,
or 10-15 instructions.The longestmeasuredtracewas 256 basic
blockswith over 1,100instructionsin thecaseof gcc.



3.5 Conditional Branches

Translationat a conditional branch usesthe techniqueused in
Dynamo [3]. If the destinationof the branchhas alreadybeen
translated,we emit a conditional jump to the existing translated
basicblock. Otherwise,we conditionally branchto an exit stub.
On entry, the exit stubcalls the translator, providing the original
destinationand the addressof the conditional jump instruction
in the basic block cache.The translatorperformstranslationas
neededat the jump target, and patchesthe destinationinto the
translatedjump instructionso that further jumps can go directly
to the destinationblock. Exit stubsare also emitted for call
instructionswhosedestinationhasnotyetbeentranslated.

The instructionfollowing a conditionalbranchis notedasthe
start of a new basicblock in the BBdirectory. Exit stubsdo not
sub-divide sourcetraces;their emissionis deferredtill theendof a
tracein orderto preserve thesequentialityof the trace.Pin inserts
exit stubsat theendof thecodecache,in orderto improve I-cache
locality amongthetracesin theBBcache[26].

3.6 Indir ectBranches

Sincethe dynamictranslatorcannotknow the destinationof the
jump at translationtime, it is necessaryto emit codethatperforms
a run time lookup to determinethe translateddestinationof the
branch,which is a potentiallyexpensive operation.Computingthe
branchdestinationrequiresthat a mappingfrom guestaddressto
translatedaddressbeimplemented.DynamoRIOattemptsto avoid
someof this overheadby inlining a small numberof “guesses”at
traceconstructiontime. If thesefail, it falls backto a globalhash-
tablelookup.Pinemitsa(back-patched)branchto acandidatebasic
block,andchecksat thedestinationwhetherit is indeedthetarget.
Theseguessedblocksarechainedtogether. If the chaindoesnot
discover a translation,a source-speci�chashtableof destinations
is consulted.In all schemes,the BBdirectory is consultedas the
ultimate fallback and usedto revise the optimizedstrategies for
lateruse.

HDTransproceedsby constructinga global hashtable at run
time.Thistableis hashedonthedestinationaddress.Eachtableen-
try containsajump instructionto thestartof adestination-speci�c
chainof comparisonblocks.Comparisonblocksareaddedonly for
thosebasicblocksthataredynamicallyobservedat run time to be
indirect destinations.Collectively, the hashtableand its compar-
ison blocksareknown asthe “sieve” (Figure3). The mechanism
differsfrom thestrategy of Pin[34] in thatit hashes�r standchains
second. In thebenchmarksreportedhere,andin a varietyof other
programswehavetested,thelengthof thesievechainsareobserved
to be 1 or 2 on an average,andarenever morethan4. HDTrans
currentlyusesseparateseivesfor indirectjump andcall instruc-
tions,but this appearsto make no signi�cant difference(Figure7),
andweexpectto remove it in futureimplementations.

3.7 Return Caching

Thereturn instructionis by far themostimportantform of indi-
rectbranchin termsof dynamicfrequency. Althoughthereturn
instruction can be handledby a generalizedindirect branching
scheme,we canexploit thesymmetrybetweenthecall andreturn
instructionsto optimizethiscase.However, akey constraintonany
implementationis thatthecall/return sequenceshouldnot al-
ter the activation stackin a way that is observableby the subject
program.

Some dynamic translators[40] have proposeda schemein
which the translatedreturnaddress,ratherthanoriginal codead-
dressis pushedon the stack.This approachis incompatiblewith
C++exceptionhandling,garbagecollection,orlongjmp()with-
outextensiveandcomplicated�x-ups or built-in supportfor theex-
ceptionhandlingcontroltransfermechanism.It alsopresentschal-
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lengeswhentheBBdirectoryis �ushed. Pin usesfunctioncloning
(a.k.apolyinstantiation)to specializefunctionsthatarecalledfrom
multiple locations[34]. This allows thereturninstructionto return
directly, at the cost of emitting redundanttracesinto the trans-
lation cache.FX!32 implementsa “shadow stack” for translated
addresses.

HDTransusesa new techniqueknown as the “return cache,”
which is built on a co-operative protocol implementedbetween
call and return instruction emitters.The return cacheis a
single-entryhash table that is indexed by a hashof the called
procedure's start address.The translationof a call instruction
pushestheuntranslatedreturnaddresson thestack,andstoresthe
translatedreturn addressinto the appropriatereturn cacheentry.
If the call in questionis a direct call, the return cachebucket
calculationcanbedoneatdynamiccompiletime.
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Figure4. Returncachecontrol-�ow.

The translationof a return instruction leaves the original
returnaddresson thestackandblindly performsan indirect jump
throughthereturncacheentryindexedby theprocedureentrypoint
thatdominatesthatreturn instruction(Figure4).

This is an optimistic control transfer. If all goeswell, control
reachesthe correctcaller of this function (asshown by the solid



arrow in the �gure). However, dueto returncachecollisions(e.g.
dueto recursion),or failedreturndominancetrackingdueto indi-
rectcontrol �o w, this methodcanresultin misdirectedreturns(as
shown by thedashedarrow). We rely on the fact thatevery return
endsup at the postambleof somecall, andevery postambleper-
formsa checkto seeif the intendeddestinationhasbeenreached.
If this postamblecheckfails, control is transferredto the sieve to
locatetheintendeddestination.

Between15%and22% of returnsfall backinto thesieve. The
majority of theseoccur becauseof failuresof return dominance
tracking.Returncacheentriesareinitializedwith theaddressof the
sieve-dispatch-bb at startup.This ensuresthat (perverse)
codeperformingareturn beforecall workscorrectly.

Thereturncachediffers from theFX!32 shadow stackin three
regards.First, theshadow stackis de�niti ve. It contains(guestpro-
gramcounter, gueststackpointer, translatedreturnaddress)triples
thatmustbepreservedif executionof returninstructionsis to pro-
ceedsuccessfully. Second,it is precise:theshadow stacktechnique
is moreattractive for certainrecursionpatterns.Third, theshadow
stackapproachrequiresspecialhandlingto supportlongjmp()
andexceptionhandling.Thereturncacheis somewhateasierto im-
plementandintroduceslessregisterpressure.

3.8 Translation Startup

In order to take control over the the guest's execution,HDTrans
usesthe LD PRELOAD environmentvariableto load itself before
theguestprogram[37]. Whenour startupcodeis calledby thedy-
namic loader, it hijacksthe control �o w, andnever returnsto the
loader. Instead,it usesthe return addresspushedon the stackto
startdynamictranslation.The startupcodepassesthis addressto
an initialization routine that initializes the M-stateand branches
into the translator, which then startsa co-routinelike execution
alongwith theguestprogram.Themethodcanbestraightforwardly
adaptedfor debugger-directedinjection, allowing more complete
instrumentationof earlystartupcode.Relatedtechniqueswereused
by theDebug debugger[42] andanunreleasedincrementalcompi-
lationenvironmentdevelopedat AT&T Bell Laboratoriesin 1989.

3.9 Multithr eadingSupport

Previously reportedversionsof HDTransdid not supportmulti-
threadedexecution.The version reportedherehas addedmulti-
threadingsupport,andall of theperformanceresultsreported(in-
cluding single-threadedbenchmarks)are obtainedfrom the mul-
tithreadedimplementation.There is no measurablesingle-thread
overheadincurredby thepresenceof supportfor multithreading.

In implementingmultithreading,we consideredseveraldesigns
thatwould supportsharing– or at leastreuse– of translatedcode
acrossthe threads.The simplestapproachis to copy the existing
BBcacheat the time of threadcreation.The problemwith this is
that theemittedcodein theBBcachecontainsabsolutereferences
to trampolinebasicblocksand to the M-statestructure.We con-
sideredmoving theM-statepointerto thread-localstorage,but the
necessaryrun-timesupportis implementedby thepthreads li-
brary, and not all multithreadedprogramsusepthreads. The
sameproblemis sharedby variouslazy cloning methods.While
it would be possibleto keepenoughrelocationinformationto be
ableto relocatetheseaddresses,or to steala registerasis donein
Pin [34]. Bothof theserequiresigni�cant new effort andcomplex-
ity in thetranslator. Onregister-starvedarchitecturesliketheIA-32,
stealinga registeris nota thing to beundertakenlightly.

While translationcachereusemay be important in someap-
plications,thedegreeof reusevarieswidely. Brueninghasreported
between50%and70%reuseof cachecontent[9] acrossthreadsfor
server applications,but muchlower sharing(1% to 10%)for desk-
topapplications[7]. Ultimately, thebene�t of reuseis afunctionof

thecostof regeneration.In keepingwith therestof theHDTransde-
sign,weendedupadoptingabruteforceapproach.TheM-stateand
BBcachestructureshave beenmadethread-local,andeachnewly-
createdthreadbeginswith a cold translationcache.

Similar to theapproachfollowedin DynamoRIO[8], whenthe
clonesystemcall is (successfully)invokedwith theCLONE VM
�ag set,thetranslatorarrangesfor thechild to resumeexecutionin
adedicatedinitializationroutinethatallocatesandinitializesanew
M-stateandBBcachefor thethread.Theinitialization routinethen
branchesto the translatorto begin translationof the new thread.
No specialhandlingis requiredfor thevfork systemcall, because
theparentis blocked until thechild executesanexecve() or an
exit(), andall signalsto theparentaredeliveredafterthechild

hasexited.

3.10 SignalHandling

HDTranscurrentlyprovidessupportfor signalhandling,thoughit
doesnot yet supportintrospective signalhandlers.HDTranstreats
signalsasa separatethreadof executionthathappento get“sched-
uled” onsignalarrival. Whentheguestattemptsto registerasignal
handler, wehijack thesystemcall andsetupourown “master”sig-
nalhandler, afternotingtheguestsignalhandlerinformationin our
signal handlertable.Upon signal arrival, our mastersignal han-
dler — keepingwith the brute force philosophyof HDTrans—
allocatesa new M-state1 andBBcache,andstartsthetranslationof
thecorrespondingsignalhandler. Whenthesignalhandlereventu-
ally executesasigreturn or art sigreturn, we releasethe
memoryallocatedfor thesignalhandler's execution.This method
side-stepsmany of thecomplicationsin translatingsignalhandlers
likeBBcache�ush within thesignalhandler, signalsarriving onan
alternatestack,specialhandlingfor one-shotsignals,signalqueu-
ing anddeferreddelivery of signalsthatarrive while thetranslator
itself is executing[8], etc.

Signalarrival is a very rareevent whenmeasuredon the scale
of theCPUclock cycle.Therefore,thereis practicallylittle perfor-
manceimpactdueto thefactthatweuseanew codecachefor every
signal.We wereableto run programslike emacs-xandopenof�ce
with no interactively noticeableoverheadascomparedto the ver-
sionof HDTransthatexecutessignalhandlersnatively.

Becauseof our interestin kernel-level translation,carehasbeen
takenin designingtheHDTransemittedcodesequencesto preserve
thepossibilityof supportfor introspective signalsandexceptions.
At everypointwhereguestregistershavebeenspilled,it is possible
to emit “undo” informationthat would allow themto be restored
andacorrectguestsequencepointre-established.Thiswouldallow
HDTrans to presenta fully accuratesigcontext structureto
signal handlers.HDTransdoesnot currently emit the necessary
undo information.We alsodo not supportsignalhandlersharing
betweenparentandchild processes.2

4. Performance Evaluation
In evaluating HDTrans, we are interestedboth in comparative
performanceand in understandingwhich optimizationsusedby
HDTransaresigni�cant. We alsowant to understandtheoverhead
of instrumentationusingtherespective systems.Finally, we would
like to understandthe degreeto which dynamictranslationover-
headis sensitive to particularprocessorimplementations.

1 Thereis a small amountof statethatmustbeuniqueper thread,like the
signalhandlertable,thread-widepro®ling counters,etc.Theseareheldin a
separatestructureandall M-stateswithin a threadstoreapointerto it.
2 Whentheclonesystemcall is invokedwith theCLONE SIGHAND ¯ag
set,thecallingprocessandthechild processessharethesametableof signal
handlers.



4.1 Experimental Setup

Hardware: The following machinesareusedto the collect the
performancemeasurementsreportedin thissection:

• Machine-0:Dual processor, hyperthreadedIntel(R) Xeon(TM)
CPU2.80GHzsystemwith 512KB cacheand6GBmainmem-
ory.

• Machine-1: AMD Athlon(TM) 64 Processor3200+,2043.352
MHz systemwith 512KB cacheand3 GB mainmemory.

• Machine-2: Dual AMD Athlon(TM) Processor1526.7 MHz
systemwith 256KB cacheand3 GB mainmemory

• Machine-3:Intel(R)PentiumIII (TM) CPU931.2MHz system
with 256KB cacheand512MB mainmemory.

Exceptwherenotedin theprocessorcomparisons,benchmarksare
executedon Machine-0.In all cases,benchmarksarecompiledon
themachinewherethey areexecuted.

Operating Systemand Compiler: All benchmarkspresented
are executedon Linux FedoraCore 4 (2.6.15-1.1833FC4smp
kernel). Single-threadedperformanceis evaluated using SPEC
INT2000 version 1.3 compiled with gcc version 4.0.2. Multi-
threadedperformanceis evaluatedusingSPECOMP2001version
3.0.Dueto theabsenceof OpenMPsupportin theGNU compiler
chain,multithreadingbenchmarksarecompiledusingIntel's ver-
sion9.0FORTRAN andC++ compilers.

Translators: The following dynamic translatorsare used to
presentcomparative performanceresults:

• HDTransversion0.3
• PinKit 3077,built for gcc 4.0
• Pin-PLDI – the versionof Pin that wasusedto reportperfor-

mancenumbersin thePLDI paper[34].
• DynamoRIOversion0.9.4
• Valgrindversion2.4.0,with null instrumentation(Nulgrind)

Except in the caseof multithreadedbenchmarks,we show the
performanceof Pinwithoutthe-mt optionwhichis usedto enable
theexecutionof multi-threadedprograms.

4.2 Single-ThreadedComparative Performance

Figure5 showstheperformanceof HDTransontheSPECINT2000
version1.3 benchmarks[48] in comparisonto DynamoRIOand
Pin.HDTranscomparesfavorablywith theleadingdynamictrans-
lationsystemsin termsof baselineexecutiontranslationspeed.
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Figure5. SPECINT2000benchmarks.

BenchmarkssuchasSPECINT2000 aredesignedto measure
the performanceof relatively small codeswith hot working sets,

and thereforetend to minimize translationoverheads.Pervasive
instrumentationapplications,suchas ProgramShepherding[32],
run in environmentswherea signi�cant proportionof programs
maybedominatedby translationstartupcosts.

In consequence,it is doubtful that theseresultsaccuratelypre-
dict theperformanceof machine-level dynamictranslatorsin pro-
ductionuse.

4.3 Multi-Thr eadedComparative Performance
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Figure 6. Multi threadedperformanceusingSPECOMPmedium
benchmarks. Pin-PLDI does not support multi-threading.
DynamoRIOfailedto runswim, applu andapsi

Figure6showstheperformanceof HDTransonSPECOMP2001
version3.00benchmarks[47] in comparisonto Pin (executedwith
the -mt option). We were unableto get two of the benchmarks
– 318.galgel m and326.gafort m to build andto run cor-
rectly, andthey arenot reportedin Figure6. This alsomeantthat
we couldnot run thebenchmarkswith the--reportable �ag,
but hadto insteaduse--ignore errors �ag. Discountingthis,
everythingelsewascompatiblewith a reportablerun.

4.4 Evaluation of HDTrans Optimizations

HDTrans (all optimizations enabled)
No EFLAGS avoidance
No sieve
No new bb following Jcc
No return−cache
 Unified call and jump sieve
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Figure 7. SPECINT2000 benchmarkswith optimizationsselec-
tively disabled.

Figure7 showstheperformanceof HDTransonSPECINT2000
benchmarkwith individual optimizationsdisabledone at a time.
Thesemeasurementsdemonstratethat the sieve, returncacheand
usingcodesequencesthatdonotmodify e�agsaresigni�cant opti-
mizations,and that maximizing basicblock reuseis an effective



choice for indirection intensive programs.The reuseresult sug-
geststhatpreviously publishedargumentsfavoring traceconstruc-
tion maynot becompellingin environmentswheresimplicity and
maintainabilityareparamountconcerns,andmaynot benecessary
for simplerinstrumentationapplications.

4.5 Instrumentation Overhead

 HDTrans
Pin
Pin−PLDI

  100%

  200%

  300%

  400%

  500%

  600%

  700%

  800%

twolfbzip2vortexgapPerleonparsercraftymcfgccvprgzip

N
or

m
al

iz
ed

 E
xe

cu
tio

n 
T

im
e

1,094% 981%

Figure8. Performancewith basicblockcounting.Pin-PLDIfailed
to run175.vprand300.twolf with basicblock counting

Figure 8 shows the performanceof HDTranson basic block
counting.As the numberof savesandrestoresof theeflags is
thedominatingfactorin theperformanceof instrumentedcode,our
basicblock countingschemeperformsa condition codeliveness
analysisusingthe informationreadily storedin our decode-table.
If we encounteran instructionthat modi�es conditioncodesany-
where in thebasic,weemit theincrementbeforethatinstruction.If
no suchinstructionis encountereduntil theendof thebasicblock,
we emit the incrementjust beforethe branch(direct, conditional
or indirectjmps,calls andrets) bracketedby codethat saves
and restoresthe condition codes.This emissionpolicy is imple-
mentedexplicitly by the instrumentationcode.In the caseof Pin,
we usedthe instrumentationcodethat wasusedin the PLDI pa-
per[34], whichwe obtainedfrom thePingroup.

HDTransperformsfavorablywhencomparedto currentleading
dynamicinstrumentationsystems.Theaverageoverheadof instru-
mentationin HDTransis 103%asopposedto 282%in thecaseof
Pin.

4.6 CPU Sensitivity

Dynamictranslationcanbesensitive to particularprocessorimple-
mentations.In particular, differencesin branchprediction,branch
caching,andreturnaddresscachingcaninteractwith thetracecon-
structionstrategy. Moreover, somesystemsmay usedocumented
or undocumentedfeaturespeculiarto aprocessorand/ or compiler
implementation.For example,Pin doesnot supportAMD proces-
sors.

Figure9 shows the overheadof HDTransmeasuredon several
CPUimplementationsusingtheSPECINT2000benchmarksuite.
Interestingly, thereis no conclusive differencein performancebe-
tweentheseplatforms.

4.7 Cold CachePerformance

It hasbecomecommonpracticeto evaluatedynamic translation
systemsusingbenchmarkssuchasSPECINT2000[14, 8, 34, 41,
32, 46]. InstrumentationusingHDTransshows thatmostof these
benchmarksconvergerapidlyonastablestatethatrunsentirelyout
of the translationcache.In consequence,this approachevaluates
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Figure 9. Overheadof HDTransfor the SPECINT2000 bench-
marksmeasuredondifferentmachines.

translatorsunderideal conditions,anddoesnot effectively reveal
theimpactof translatoroverhead.Especiallyin ubiquitousapplica-
tion, evaluationof “cold cache”overheadsis important.

To evaluatethe cold cacheperformanceof HDTrans,we mea-
suredtheperformanceof a numberof short-runningprogramsthat
aredominatedby startupinitialization costsor interpretation:

• cc1 (v 4.0.2)compilinga390line Huffmanencoder,
• bzip2 -t ona 4KB bzip �le,
• theclear command,
• thels commandon/bin,
• emacs in batchmodedirectedto loada �le, entera highlight-

ing mode,andquit, and
• perl (v 5.8.6)run on a 200 line script thatgeneratesrandom

passwords

Figure10 shows thecomparative performanceof HDTransfor
thesebenchmarks.It shouldbe notedthat recentversionsof gcc
exhibit dramaticallylowercodereusethantheolderversionusedin
SPECINT2000,andconsequentlystressdynamictranslatorsmuch
harder.
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Figure 10. Overhead for some cold cache benchmarks.
DynamoRIOfailedto runemacs for this test.

4.8 Translation vs.ExecutionOverhead

The overheadof dynamictranslationcanbe divided into the cost
of the translationprocessitself, and the overheadintroducedby
thetranslatedcode.To isolatetheseeffects,we modi�ed HDTrans
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Figure11. Overheadof HDTrans-pureandHDTrans-reloadedfor
somecold cachebenchmarks.

to dumpandreloadits translationcacheandassociatedmetadata.
To performthis comparison,Linux addressspacerandomizationis
disabled.Figure11 shows theperformanceof thepurelydynamic
versionof HDTransandthe reloadedversionfor programsevalu-
atedin the previous section.With the translationcachereloaded,
very few basicblocksaredynamicallytranslatedin thesecondex-
ecution.Measurementshows that theoverheadof thereloaditself
is negligible. As expected,higherexecutionoverheadis incurred
in programshaving a high dynamicfrequency of indirect control
transfers,andthe translationoverheadis highestfor programsex-
hibiting the leastdynamiccodereuse.A detailedanalysisof the
translationandexecutiontime overheadsin thecaseof Pin canbe
foundin [39].

4.9 Utility of Static Pretranslation

Theideaof usingasemi-staticapproachto binarytranslationdates
back to May's work on MIMIC [35]. FX!32 [30] usesa combi-
nationof emulationandpro�le drivenbinary translationfor trans-
lating x86 binariesto Alpha systems.In HDTranswe considered
employing a hybrid approachto translation,in which we statically
pre-warmthebasicblockcacheusingabest-effort staticdisassem-
bly andcode-emissionloop.While staticdisassemblyof x86 code
is imprecise,falsely identi�ed basicblocks are dynamicallyun-
reached(thereforeharmless),andmissingbasicblockscanbegen-
eratedat runtime by the dynamictranslator. For someprograms,
static pretranslationmight provide substantialperformancegains
by recognizingcommoncompileridioms(e.g.switch statements
or vtable dispatch)andeliminatingtheneedfor mostexit stubs.

Usinga minor variantof Kruegel et al.'s obfuscateddisassem-
bly techniques[33] (weassumethatacall is followedby instruction
bytes),we have con�rmed that over 98% (often more than99%)
of the dynamicallyexecutedbasicblocks can be statically iden-
ti�ed andpretranslated.Therefore,the reloadedbar in Figure11
is a reliableestimateof theperformanceof a hybrid translatorpro-
videdthatnosubstantialoverheadis incurredwhenloadingthestat-
ically generatedprecachein an unconstrainedoperatingenviron-
ment.TheHDTranssourcetreeincludesanimplementationof this
pretranslationstrategy. Supportfor relocatingreloadingis currently
unimplemented,becausea substantialintrinsic overheadseemsto
exist in reloading.

The dif�culty lies in the widespreaduseof addressspaceran-
domization,whichimpliesthatabsoluteaddressesembeddedin the
load imagemustbe relocatedwhenthe imageis loaded.Unfortu-
nately, eachpagemodi�ed duringreloadincursademandcopy-on-
write (COW) overhead.Similar overheadsarewell known in the

garbagecollection literature,andhave led to the abandonmentof
MMU-basedguardpagesin moderngarbagecollectors.

If aPC-relativeaddressingmodewasavailableit wouldbepos-
sible to emit positionindependentcodein the BBcache,andthus
facilitatereusewithout regardto addressspacerandomization.Un-
fortunately, the IA-32 architecture(along with most other archi-
tectures)doesnot provide suchan addressingmode.In this case,
it is necessaryto embedabsoluteaddressesin the BBcache.In
HDTrans,emitting suchabsoluteaddressesis necessaryfor opti-
mizing the call/returnsequenceasdescribedin section3.7. More
importantly, instrumentationcodethat is inlined into theBBcache
alsorelieson the emissionof absoluteaddresses(ex: basicblock
counting).

Our resultssuggestthat any staticreusestrategy will substan-
tially exceedthe cost of re-runningHDTrans in most cases.We
thereforebelieve thatstaticpretranslationis effectiveonly for opti-
mizationor instrumentationstrategieswherethecostof translation
is a dominatingfactorandrepeatedreuseis anticipated.

5. Related Work
WehavediscussedDynamoRIOandPinextensively, andcompared
their techniquesandperformancewith HDTransthroughoutthepa-
per. In thissectionweaddressotherrelatedsystems.Readersinter-
estedin furtherinformationaboutdynamictranslationsystemsand
otherbinaryrewriting toolsshouldreferChapter10 of Breuning's
dissertation[6]. ThepapersonWalkabout[14] andDynamo[3] give
particularly clear descriptionsof how earlier, high-performance
translatorswereconstructed.

Valgrind Valgrind[36] is adynamicbinaryanalysistool for pro-
�ling and debugging applications.It constructsa full intermedi-
aterepresentationof tracesusinganIA32-specializedintermediate
form. This form is instrumentedaccordingto the requirementsof
theuser-selectedtracing“skin.” Following instrumentation,thein-
termediateform is optimizedandnativecodeis re-emitted.In com-
parisonto tools providing a per-instructioninstrumentationAPI,
the Valgrind intermediateform is both rich andcomplex, but en-
ablesmoreinvasive pro�ling to beperformedwith tolerableover-
head.TheValgrindintermediateform is particularlywell suitedfor
tracingof memoryreferences,cachebehavior, andrelateddynamic
performancecharacteristicsthatdependon deterministicbut stati-
cally unpredictableattributesof theexecution.Valgrindcanalsobe
usedto performuse-before-storechecking.

VMW are VMWare[17] is a full-systemvirtual machineemula-
tor thatusesa combinationof native executionfor non-privileged
codeanddynamictranslationto emulateprivileged-modebehavior.
Prior to thearrival of Intel's “Vanderpool”[45] andAMD' s “Paci-
�ca” [1] technologies,VMWarewasthehighestperformancefull-
systememulatorfor IA32 in widespreaduse.VMWare,Inc. asserts
thatsystemsemulatedby VMWarerunatupto 95%of thespeedof
theunderlyingsystem,which impliesanextremelylow translation
overheadfor supervisor-modecode.This is consistentwith theper-
formanceresultsreportedin Figure9. Lightweight,same-machine
translationis ideally suitedto codes(suchas operatingsystems)
that do not make intensive useof indirect control �o w. Whenthe
addedfactsthat (a) operatingsystemexecutionaccountsfor less
than50%of total instructionson a normalsystem,and(b) operat-
ing systemsmake extensive reuseof code,it is conceivablethatthe
VMWare-assertedoverheadsmightbeachievable.

While the VMWare licenseprecludesreporting performance
�gures, our experiencesandtheexperiencesof theXen [19] group
have beenmuchlessfavorablein practice.Themostlikely expla-
nationfor this is thattranslationfor supervisor-modecoderequires



additionalchecks,andthereforerequiresasomewhatheavier trans-
lationmechanismthantheoneusedby HDTrans.3

QEMU Bellard'sQEMU [5] providescross-machinefull system
emulationusingdynamictranslation.The currentimplementation
can,for example,emulatea SPARC guestsystemrunningon an
IA32 host.This is achieved by precompilingnative codeto em-
ulate commontarget instructionsequencesand “stitching” these
sequencestogetherto translateinstructionsinto the QEMU ba-
sic block cache.A particularlyclever implementationtechniquein
QEMU is takingadvantageof thenative compilerto constructthe
targetcodesequencesautomatically, but thistechniquereliesonas-
sumptionsaboutcompilerregisterusage,andhasrecentlyproven
to befragile.
'C The'C (pronounced“tick see”)system[22] buildsonEngler's
previous work on low-overheadcodegeneration[24, 21, 23] to
allow compiler-generateddynamiccodegeneration.For example,
the 'C systemdefersdecisionsaboutloop unrolling until run-time
when loop boundsare available. Insteadof generatingcode to
executethe unrolledloop, the 'C compilermay alternatively emit
codethat generates the loop codeat run time and then executes
thatcode.Becausethetechniqueis fully compilerdirected,it is not
truly a dynamictranslationstrategy.
Strata The Stratasystem[41] explores “continuouscompila-
tion,” an approachin which the compilerand the dynamictrans-
lator collaborateto generatecode at the most appropriatetime.
The translatorperformsruntimeoptimization,but may do so us-
ing compiler-generatedhintsor directives.As a concreteexample
of oneplacewherethis approachcansigni�cantly reducerun-time
performanceoverheads,theStrataruntimetranslatorcanbegiven
direct knowledgeof many dynamicbranchtargets,and therefore
shouldnotexhibit thetypesof performanceoverheadseenfor eon
or perlbmk in Figure5.

6. Conclusion
Thekey to dynamictranslatorperformanceis balancingthe over-
headof translationagainsttheperformanceimprovementin trans-
lated code.HDTransshows that satisfactoryperformancecan be
achievedusinga muchsimplertranslationstrategy thanhasprevi-
ouslybeenassumed.HDTransemitscodethat is competitive with
thebestexisting translators,but hassigni�cantly lower startupand
translationoverheads.

If the dynamictranslatorwill be usedin a ubiquitoustransla-
tion application,coldcacheperformancemustbeconsidered.Most
of thebenchmarksin conventionalbenchmarksuitessuchasSPEC
INT2000 aredesignedto evaluatehot cacheperformanceof stat-
ically optimizedcode.In consequence,they provide an unrealis-
tically favorableassessmentof dynamictranslatorperformance–
thecasewheretranslationcostsareeffectively irrelevant.Because
of its lightweighttranslationapproach,HDTransdemonstratessig-
ni�cantly bettercoldcacheperformancethanDynamoRIOor Pin.

Thesuccessof theSYRAH groupin adaptingHDTransfor re-
verseexecutionandrun-timesecuritypolicy enforcementtendsto
supportour view that exposinga lower-level translatorinterface
facilitatesinstrumentation.Thereverseexecutionwork, in particu-
lar, requireschangesin thelow-level codegenerationstrategy that
would bedif�cult in a “closed” translationinfrastructure.

Severalauthorshave speculatedon thepossiblebene�t of static
pre-warmingof thedynamictranslationcache.Ourexaminationof

3 This assessmentconsidersonly 32-bit supervisorcode.Whenexecuting
16-bit codeor codewith active segmentation,theVMWaretranslatormust
emitcodeto emulatethetranslationsubsystem,whichintroducesnoticeable
degradation.As a practicalmatter this has little relevanceto the overall
performanceof VMWare,becausesuchcodeis dynamicallyrareandoccurs
primarily atboottime.

translationoverheadsvs.executionoverheadsandthecomparative
cost of reloading the translationcachesuggestthat cachepre-
warm is unlikely to improve the performanceof a lightweight
instrumentationinfrastructure.

Sourcecodefor the HDTrans translatormay be downloaded
from http://srl.cs.jhu.edu. Theversionreportedhereis
version0.3.
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